14. CUCM 8 - free sftp
solution for backup on ubuntu
10.04 server

All application based elements of cisco unified communication
platform offer disaster recovery system that enable backup and
recovery after failure. Backup can be made to two
devices. First option 1is tape device, second is secure FTP
(sftp). Because we need cost saving solution in training
environment we decided for open-ssh server on ubuntu server.

Cisco recommended steps for establishing backup on Cisco
unified platform are
here http://www.cisco.com/en/US/products/sw/voicesw/ps556/

products configuration example09186a0080ab9fc0O.shtml.

Next steps expect basic unix system administration abilities.
From ubuntu.com please obtain ideal LTS version of ubuntu
server. At this time it is version 10.04 for 32 or 64 bit
platform.

Next steps describe only necessary commands for CUCM backup
account creation, open-ssh server install and change ownership
and adding permission to modify content of user home
directory.

Open-ssh server as sftp server on ubuntu step-by-step:

1) Create group for sftp access (optional) for further
platform hardening — sudo groupadd sftpuser

2) Create user account for backup sudo adduser cucm 8
sftpuser and make password during user creation dialog

3) Change ownership of home directory sudo chown root.root
/home/cucm 8


https://www.cdesigner.eu/2020/03/21/14-cucm-8-free-sftp-solution-for-backup-on-ubuntu-10-04-server/
https://www.cdesigner.eu/2020/03/21/14-cucm-8-free-sftp-solution-for-backup-on-ubuntu-10-04-server/
https://www.cdesigner.eu/2020/03/21/14-cucm-8-free-sftp-solution-for-backup-on-ubuntu-10-04-server/
http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_configuration_example09186a0080ab9fc0.shtml
http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_configuration_example09186a0080ab9fc0.shtml

4) Alter permission for read and write to home directory of
backup user sudo chmod 777 /home/cucm 8

5) Install open-ssh server sudo apt-get install openssh-
server

6) Test connectivity to sftp account from FileZilla client (or
your preferred supporting secure mode) — transfer and delete
file!!!

[ H b
EA|stte/cucm 8@172.16.0.50 - FileZilla | our ubuntu sftp server o o=l |
Sibor Upravy Zobrazit Prenos Server Zalozky Pomocnik
|d-EEER) 2 v B & E7 PN access parameters
[E:sh’tel': sfip://172.16.0.50  PouZivatelské meno: cucm_8 Heslo: eessssssss Port: 22 I Rychle pripojenie iH j
Frikaz: put "E: \TMPY000_skola_60ka\12_Nadpis,pdf™ "12_Nadpis.pdf™ -
Staw: local:E:\TMPY000 _skola_60ka'12_MNadpis.pdf == remote: fhome foucm_8/badkupf12_Nadpis. pdf
Staw: Prenos suboru Uspesny prenesenych 4 096 bajtov za 1 sekunda
Staw: Prijima sa wypis adreséra...
Frikaz: s —
Stav: Listing directory /home fcucm_8/backup (i
Stav: V{pis adresara prebehol Uspeine path to backup folder -
'l Lokalne miesto: | E:\TMP\000_skola_60ka', « | Vzdialeny adresar: | fhome fcucm_8/badkup -
Lo T™MP - el cila A
| 000_skola_60ka B . cucm 8 3
| 000_Tlac [ e | backup
| AterEffects_training w2 initrd.img
| bazos -2 ik
o | bmftp_trial ¥, -2 libbd
4 m | L4 - 2 lost+found hi
Nazov siboru Velkost s, Typ sdboru Posledna zmena = Nazov sib..  Velkost s.. Typsiboru  Posledna zmena Opravnenia Vi
p2 12_Madpis.pdf Dokument Ad.. 6.10. 2011 16:03:39 ﬂll_Nadp... 21 888 Dokument.. 29.2.201220:2.. -rw-r--r-- cu
'@34_Nadpis.pdf 77425 Dokument Ad...
[+:] cisco.bmp 2684166 BMP File ; -“’#
cisco.wvsd 9582080 Microsoft Visio.. 23,11, 2005 17:34:27
o2 informatika.bmp 2684166 BMP File 21.11. 2005 13:09:20
@ Katalog_VBC_20... 832426 Dokument Ad... 25,10, 2011 17:18:40
%]Nadpisova_cast.... 31744 Microsoft Visio.. 11,10, 2011 14:59:24
Programovanie.... 791040 Microsoft Visio... 19.11.20071717:12 = |4 | LLIJ G
Vybrany 1 sibor. Celkova velkost: 21 888 bajtov 1 sibor. Velkost celkom: 21 888 bajtov
Server/lokdlny sibor Smer  Vzdialeny sibor Welkost Priorita  Stav

| Sibory vo fronte l Zlyhane prenosy (5) l Uspesné prenosy: {2) I

a E# Front: prazdny LR

And another way look — from CLI of ubuntu server



[ Ubuntu Server 10.04 LTS 64-bit - VMware Workstation ] o[ S

File Edit View VM Tabs Help
IR CI O ERE[ Ni==iC ] =
Library X
Q. Type here to search x

L{f] Windows XP Professional L1f) AsteriskMow_with_FreePBX_1... Lp Ubuntu Server 10.04 L... <)

cil jakBubuntuServer1004LTSxb4:  usr-1 ih/up|3113311$ chmod 777 ~homerscucm_8
ichmod : changing permissions of "homescucm_8': Operation not permitted

= =l My Computer
= cil jakeubuntuServer 1004LTSx64 : susr-1ib opensshy sudo chmod 7?77 homescucm_

=] CCMA_Voice_training

£ Windows XP Professional icil jakPubuntuServer1004LTSx64: susr/1ib opensshS

Lif Windows 7 164 i1 jakRubuntuServer1004LTSx64 : ~usr-lib opensshS pud

) Ciscolnity Lyusr-1ibsopenssh

[ CommManager_8_6 icil jak@ubuntuServer1004LTSx64: susr-1libopenssh§ cd ~home
() CiscoUnifPresence 8 icil jak@ubuntuServer1004LTSx64 : shome$ ls -1

{5 AsterickNow_with_FreePBX_1_7_1 Is: cannot access ~/1: No such file or directory

= Win_Server 2008R2_environment cil jak@ubuntuServer1004LTSx64: shoned 1s —la
total 16

i DC Windows Server 2008 B2 14 Truxr—xr—x 4 ool root 2096 2012-02-29 19:17
S R e Sl 1 uxr—xr—x 22 root  root 4096 2012-02-29 16:48

L1 share win2k_standard :32 lrwxr—xr-x 29 cil jak cil jak 4096 2012-02-29 18:45
(1 PC1-Windows 7xb4 Ul Aruxrwxrwx 3 root root 4096 Z2012-02-29 20:23
£ PC2-Windows T:64Ult c1l jak@ubuntuserver1004LTox64: /honel cd cucm_B/
= Linux_and unix_servers cil jakRubuntuServer1004LTSx64: shonescucn_85 1s -la
L Ubuntu Server10.04 LTS 64-bit
Shared VMs 3 root root 4096 2012-0Z2-29
4 root root 4096 2012-02-29
2 cucm_8 cucm_8 4096 2012-02-29 H
1 cucm_B8 cucm_8 220 2012-0Z2-29 H .bash_logout
1 cucrn_8 cucn_8 3103 2012-02-29 H .bashrc
1 cucm_8 cucn_8 179 2012-02-29 H exanples . desktop
1 cucm_8 cucn_8 675 2012-0Z2-29 H .profile
cil jakBubuntuServer 1004LTSxb4 : ~hone cucn_83 cd backup
w11 jakeubuntuserver1004L Toxbd : ~honescucn_t-backupl ls
12 Nadpis.pdf
il jak@ubuntuServer1004LTSx64 : hone-cucn_8-backupS
To direct input te this VM, click inside or press Ctrl+G. = = % ﬁ'&j &l

Now is all prepared for CUCM Disaster recovery system setup.
From administration menu select Disaster recovery system and
type platform administration password.

il Disaster Recovery System

c15¢o For Cisco Unified Communications Solutions REWELEUE Disaster Recovery System

Username:

Disaster Recovery System Password:

Login Reset

Copynight © 1999 - 2008 Cisco Systems, Inc.
All nghts reserved.

This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco cryptographic products does not
imply third-party authority to import, export, distribute or use encryption. Importers, exporters, distributors and users are responsible for compliance with U.S. and local country laws. By using
this product you agree to comply with applicable laws and regulations. If you are unable to comply with U.S. and local laws, return this product immediately.

A summary of U.5. laws governing Cisco cryptographic products may be found at our Export Compliance Product Report web site.

For Cisco Technical Support please visit our Technical Support web site.

After successful login we going to next menu



5 EN T N T R . :
. C 17216020 ik - _ )
alali,  Disaster Recovery System Navig Go] -

cisco For Cisco Unified Communications Solutions admin tion About

Backup v | Restore v Help v

Wanual Backup
History

Recovery System
Current Status.
System version: 8.6.2.10000-14 Unrestricted
VMware Installation: -1 vCPU@null, disk 1: 76Gbytes, 2048Mbytes RAM

\Copyright & 1999 - 2008 Cisco Systems, Inc.
‘Al rights reserved.

his product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco cryptographic products does not imply 1
{ithird-party authority to impert, export, distribute or use encryption. Importers, exporters, distnbutors and users are responsible for compliance with U.S. and local country laws. By using this product you

\lagree to comply with applicable laws and regulations. If you are unable to comply with U.5. and local laws, return this product immediately.
1A summary of U.S. laws governing Cisco cryptographic products may be found at our Expart Compliance Product Report web site.

I!.Far Cisco Technical Support please visit our Techmical Support web site.
[
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Before first backup disaster recovery system need create a
backup device. There are two options, but in training

environment is only one options, make a backup to sftp server
(that we succesfully manage in previews steps).

ahaln  Disaster Recovery System
cisco For Cisco Unified Communications Solutions

Backup = Resfore v Help «

Backup Device List

L AddNew

— Status
(@ Status: No records found ‘

— Backup Device List

No backup device configured.

‘ First step necessary for backup is creation of backup device

@ The Backup Device which is associated with 1 or more schedule(s) cannot be deleted.

And in adding dialog properly configure sftp access
credentials — user, password and path to backup directory in
backup server in our case it is /home/cucm_8/backup



) (22 Backup Device

Jlialin  Disaster Recovery System
€IS€0  £or Cisco Unified Communications Solutions

Backup = Restore + Help =
Backup Device
B Save . Back

rf Status
@ Status:Ready

WEWGENTLY Disaster R

admin Search Docume

— Backup device name

Backup device name™ I ubuntu_10_04_server I

— Select Destination®

Tape Device

[ Device Name @ Tape drive is not supported on a wirtual machine

@ Metwork Directory
Host name/IP address 173 16.0.50

Path name Jhome/cucm_s/backup
| User name cucm_3
Password LTI

Number of backups to store on Network Directory

Save || Back

@ The settings on this page apply to Scheduled as well as Manual Backups.

@ * Indicates required items.
@ If you are not sure of Network Directory Path then try user home directory as "./" in case of linux sftp server or "/" in case of Windows sftp server.

In next step if verification of sftp server was without any
errors we obtain this output



almln  Disaster Recovery System
cisco For Cisco Unified Communications Sclutions

Backup = Hestore + Help -

Backup Device
LH Save ‘ Back

- Status
@ Update successful that we need

— Backup device name

Backup device name®

— Select Destination™®

Tape Device

Device Name -- Not Selected -- @ Tape drive
i@ Network Directory

Host name/IF address 172.16.0.50

Path name Shome/cucm_a/backup

User name cucm_#8&

Password IS ITITIINITIIIL
Mumber of backups to store on Metwork Directory 2 -

Our backup device have been successfully created and now it is
right time make first disaster (our training of course :-))
backup. To backup dialog as you can guess lead this way

aliahin  Disaster Recon

CISCO  Eor Cisco Unified Con

Backup - | Restore = Help -
EECkup DWice -
Scheduler

Manual Backup
History

ack

Current Status  [sful

— Backup device name

Backup device name*

— Select Destination®
This choice open dialog for manual backup



bkl bl For Cisco Unified Communications Solutions

Backup + Restore + Help =

Manual Backup

@ stertBackup (@ Estimate size @ Select Al @ Clear Al

— Status
@ Status:Ready

— Select Backup Device

Device Name* ubuntu_10_04_server |L]
[-- Not Selected -- |

ubuntu 10 04 server

— Select Features *

[ cor_car
UcM

— The following components are registered with Disaster Recovery System:

Feature Server
CDR_CAR COMMMANAGERS CAR
ucm COMMMANAGERS CDPAGT
ucm COMMMANAGERS SYSLOGAGT
ucm COMMMANAGERS CCMPREFS
ucm COMMMANAGERS PLATFORM
ucm COMMMANAGERS cCcMDB
ucm COMMMANAGERS cM
ucm COMMMANAGERS TCT
ucm COMMMANAGERS TFTP
| sStartBackup || Estimate Size |[ SelectAll || Clear All |

Before backup begin we obtain warning about password for
access of backup content like this

Backup + Restore v Help «

anual Backup
@ strtsackp (@ estinate Sze Select Al |

@ Failed to estimate size: Unable to estimate backup size from history as no successful backup history exist for one or more of the selected features.

— Select Backup Device

Device Name* ubuntu_10_04_server -

— Select Features *

Ml cor_car
¥ ucm ”
Message from webpage M
— The following comp are regi ed with Disaster Recovery System: —
Feature l & The DRS Backup archive encryption depends on the current security
CDR_CAR COMMMANAGERS 485 password (Provided at the time of install). During a restore, you could
UcH COMMMANAGERS ::::“r;:\fted to enter this security password if this password has been
ucMm COMMMANAGERS
ucmMm COMMMANAGERS
ucmMm COMMMANAGERS
UcMm COMMMANAGERS
ucM COMMMANAGERS e re—
UCM COMMMANAGERS TCT
ucMm COMMMANAGERS TFTP

[ Estimate Size ][ Selectall || Clearal |

Our data now moving to sftp server in encrypted form (are not



so easy to read in case of their interception).

il  Disaster Recovery System
cisco

For Cisco Unified Communications Solutions

Backup v Restore » Help

@- Retresn () Cancel

- Status
@ Backup operation in progress for server [COMMMANAGERS], please wait... & ‘ s

— Backup details
Tar Filename: 2012-03-02-18-19-33.tar
Backup Device: MNETWORK
Operation: BACKUP
Percentage Complete: 50% | 5
c
Feature Server Component Status Result ** Start Time
UcH COMMMANAGERS CDPAGT 100 SUCCESS Fri Mar 02 18:19:33 CET 2012
UCH COMMMANAGERS SYSLOGAGT 100 SUCCESS Fri Mar 02 18:19:46 CET 2012
ucm COMMMANAGERS CCMPREFS 100 SUCCESS Fri Mar 02 18:19:57 CET 2012
ucm COMMMANAGERS PLATFORM 100 SUCCESS Fri Mar 02 18:20:08 CET 2012 1
_WeM  COMMMANAGERS COMDE 0 Active EriMar 02 18:20:18 CET 2012 "
Ubuntu Server 10.04 LTS 64-bit - ViMware Workstation =i
ile  Edit View VM Tabs Help
& DoOdE |- RO
orary x |
{17 Windowes XP Professional (7 Asteriskiow_with_FreePBX_1... 4k |
'y pe here to search - |
=i My Computer
CCMA_Voice_training
Ly Windows XP Professional
Ly Windows 7 64

Lify Ciscolnity
(g CommManager 8_6

1‘

g CiscoUnifPresence &
Lify AsteriskMNow_with_FreePBX 1 7 1
Win_Server_2008R2_environment
1 DC_Windows Server 2008 R2 x64
Replica_Windows Server 2008 R2 «54
Ly share_winZk8_standard_x32 y
1 PC1-Windows Tx54UI W CUC J 1 h_logout
1 PC2-Windows Tx64Ult 3 %
Linux_and_unix_servers
p Ubuntu Server 10.04 LTS 64-bit
Shared VMs

root
root

titan.ftp.s...torrent (8 [kat.ph]

|_ F7 NewFolder F8 Delete

S I [y

F ko laa_ LI URE K

When transfer completed ..



n*
LEWMBELLLY Disaster Recovery System -

admin Search Documentation About Logout

& Backup Status

bl Disaster Recovery System
cisco

For Cisco Unified Communications Solutions
Backup  Resiore v Help »

Backup Status

@ refresn Cancel

Status
’7@ SUCCESS: Backup Completed...

Backup detail

Tar Filename: 2012-03-02-18-19-33.tar

Backup Device: NETWORK

Operation: BACKUP

Percentage Complete: 100%

Feature Servar Companant Status  Result ** Start Time Log File *

ucM COMMMANAGERE CDPAGT 100 SUCCESS Fri Mar 02 18:19:33 CET 2012 commmanager8 ucm cdpagt.log
ucM COMMMANAGERE SYSLOGAGT 100 SUCCESS Fri Mar 02 18:19:46 CET 2012 commmanager8 ucm syslogagt.log
ucMm COMMMANAGERE CCMPREFS 100 SUCCESS Fri Mar 02 18:19:57 CET 2012 nmanagerd ucm fr
ucM COMMMANAGERE PLATFORM 100 SUCCESS Fri Mar 02 18:20:08 CET 2012 OMMManagers uom

ucMm COMMMANAGERS CCMDB 100 SUCCESS Fri Mar 02 18:20:18 CET 2012 immanagers ucm ccmdb.|
ucM COMMMAMNAGERS ClM 100 SUCCESS Fri Mar 02 18:21:11 CET 2012 commmanagerd yom clm.log
ucM COMMMAMNAGERS TCT 100 SUCCESS Fri Mar 02 18:21:21 CET 2012 ) commmanagerd

ucMm COMMMANAGERS TFTP 100 SUCCESS Fri Mar 02 18:21:32 CET 2012 ommmanagers
| Refresh

* Click on the filename to view the lag file
i ** pesult column indicates results of staging of individual components. Status section indicates the entire Backup Status

@ The DRS backup has a timeout of 20 hours associated with it. If your backup does not complete within 20 hours, the DRS process will be timed out.

ip CommManager & 6
i) CiscoUnifPresence 8
L) AsteriskNow_with_FreePBX 17 1
Win_Server_2008R2_emaronment
L) DC_Windows Server 2008 R2 x4
i) Replica_Windows Server 2008 R2 54
L) share_win2k8_stamdard_x32
L PC1-Windows Tx64Ult
L1 PC2-Windows Tx64Ult
Linux_and_unix_servers
iy Ubuntu Server 10.04 LTS 64-bit
Shared VMs

'ect input to this VM, click inside or press Ctrl+G. [ Tﬂ - '&. [ -]
Also CUCM Disaster recovery system remember successfully made
backup and generate this output in backup history .

ahali.  Disaster Recovery System QEWRERLAY Disaster Recovery System

cisco For Cisco Unified Communications Solutions

Backup « | Restore v Help
g —

Scheduler

admin Search Documentation About Logout

Manual Backup

Current Status  ume Backup Device Completed On Result Backup Type Versi F ked Up Failed Features
2012-03-02-18-15-33.tar NETWORK Fri Mar 02 18:23:43 CET 2012 SUCCESS MANUAL 8.6.2.10000-14 ucMm

_ Refresh |



