14. Wrong default route
propagation in OSPF enabled
network

Default route introduce ultimate outgoing interface for L3 PDU
from our network. Most common use is in stub-networks where is
only one interface pointing to outside network (in this case
is no need for load balancing between two or among ISPs
interfaces). Instead of routers having to store routes for all
of the networks in the internet, they can share a single
default route to represent any network that is not in the
routing table.

In small office networks is static routing and manual default
route settings in use but in large network or in much more
flexible network scenarios are dynamic routing protocol
introduced.

Static default route can be propagated from router where
command ip route 0.0.0.0 0.0.0.0 interface/IP _of next_hop to
all other routers in network.

How to enable default route distribution to network with most
common IPv4 routing protocols?

1) Configure static default route on router that act as
network boundary to ISP network with command:
ip route 0.0.0.0 0.0.0.0 interface/IP_of_next_hop

2) Default static route needs to be advertised to all others
routers that use dynamic routing protocols

» for RIP1/2 use router command: default-information
originate

= for EIGRP use router command: redistribute static

= for OSPF use router command: default-information
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originate

But what is happen when wrong default route is introduced in
network topology? How troubleshoot problem with wrong default
static route? We going to explore how this condition affect
our production network and how to fix it.

Preconfigured scenario in cisco packet tracer 5.2 or above can
be obtained from here. Small office network in this scenario
look like this

Wrong default route propagation in ospf environment
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Network topology consist of central router (act as boundary
between office network and WAN) and one branch router (for
simplicity is there only one branch router). ALl end devices
are on separate networks and private address space is in use
in internal network. Wrong default route

ip route 0.0.0.0 0.0.0.0 serial®/0/1 (correct it 1is
serial0/0/0) introduce in network routing loop that we will
examine.

OQur lab include option for sending ping and follow what 1is
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happen. Toggle to simulation mode and Auto capture/play.

<o Pa '-S\bcm-mm:nm_mmmw.g default route_p
Fie Edt OpSors View Tools Extensons  Help

il Logical [Rost] Wew Cluster  Move Object Set Tiled Background Viewpart
| n—
Jq - B
k — ‘Wrong default route prapagation in ospf environment Event Liat | iaa :x
3 Vis. Time (sac) Last Device AtDeviee Type Infe + 1
B 172.16.16.0/20 5 60.007 Branch Central  ICMP 7
60.008 T&nlral—’aranch * v [l o
AL AR - 60.009 Branch ®f= Central ICMP .I =
from pool assignment 60.010 Central sranch  1cvp |
80.011 |y Branch Central  ICMP .|_ x
|E
60.012 T .1 Central Branch cMP .l
opo with chap £0.013 Branch cenral  1cve | %
pass: dsco L8
B, 17216.0.070 | 60.014 Central eranch  1cve I -
1 2960-24TT o f
262k %M : PC-PT ‘ i I
Switch2 %
Branch -
4 & . |Rasat Simulation| ¥ Constant Delay Capturing... *
0SPF 1 = =it sl
- Play Cantrols ;‘E._ i
296042477 Wrong default route configuration introduce .
Swichl routing leop condition in OSPF envirarment. [ Back ] m [Capmre.n’ Farward .
s";;;p-,- Server-ET ] 172.16.32.0/22 Event List Filters
WWW.EITOR.COm PC2 Visible Events: ICMP
172, 16, 100.64/25 172.16. 100, 128/27 Edit Filters | Show All 2
it 1 ¥ [ ¢

fll Time: 01:10:53.073 l Power Cycle Devices  PLAY CONTROLS: Back LW Capture / Forward L_w Simulation

- i o - e . |Fire LastStatus Source Destination Type Color Time (sec) Perodic N
Pead> 7F S S S S S D @ nfrogress [ TEieinLicw]M oo N 0
e —\ ol [t I ose |

ping

;’&.z‘f__‘ s "\ [Toggle POU List Window | |
(Selact a Device to Drag and Drop to the Workspace) | = N [ T | |
— | —

Wrong default route lead PDU to its origin and Branch router
loop back to central router with default route. L3 PDU contain
mechanism how to break endless looping of PDU — TTL in data
packet header is decreased after L3 routing to appropriate
interface as you can see on next picture (PDU examination in
cisco packet tracer — simulation mode).
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Output from most common troubleshooting command show ip route
that output from routers routing table issued on both routers

is:
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Centra l>enable Branch>snable
Cantral#show ip route Branch#show ip route
Codes: C - :nnﬂeer.ea § - szati I - IGAP, R - RIP, M - mobile, B - BGP Codes: C - connected, 3 - static, I - IGRP, R - RIF, M - mobile, B - BGF
D - EIGRP, EX - EIGRP exbe:nnl o = DSEF Ian = OSFF inter area O - EIGRF, EX - EIGRAP external, O - OSFF, Ih - OSPF inter area
N1 - OSPF NSSA external type 1, HNi - OSPF NSSA exte z W1 - OSPF NSSA external type 1, Hi — OSPF NSSA exter type 2
E1 - OSPF external type 1, EZi - OSPF external \:m i, E - EGP E1 - OSPF exvernal type 1, EZ2 - OSPF external type 2, E - EGP
i - I8-I5, L1 - IS-IS level-l, LZ - IS-IS level-2, ia - IS-IS inter area i - I8-I8, L1 - IS~IS level-l, L2 - IS-IS level-2, ia - IS~IS inter area
# = candidate default, U = per-user static route, o - ODR 4 = candidate default, U - per-user static route, o - CDR
P - pariodic dewnloaded static reute P - pericdic downleaded static route \/

ateway of last resort is 0.0.0.0 to network 0.0.0.0 I IGu:euay of last resort is 172_.16.100.1 to network 0.0.0.0

172_1£.0.0/1€ iz variably subnstted, £ subnets, § masks
72.16.0.0/20 [110/65) via 172.16.100.2, 00:20:05, Seriald/0/1
72.16.16.0/20 [110/65] via 172.16.100.2, 105, Serial0s0/1
72.16.82_0/22 [110/€5] via 172.16.100.2 105, Serial0/0/1
172.16.100.0/30 is directly conracted, Seriald/0/1
172.16.100.64/26 is directly connected, FastEthernetl/0 -
172.16.100.138/27 is directly connected, FastEZthernmec0/l

172.16.0.0/16 is wvariably subnatted, € subnets, 5 mazks
172.16.0.0/20 ia ly connected, FascEthermetl/sl
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connected, FastEthernetl/0

onnected, Serialdsl
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Now is time correct our mistake. What we need to do? At first
you must remove wrong default route. There is no way how to
change existing static route. First remove wrong route with
command

no ip route 0.0.0.0 0.0.0.0 serial0/0/1

that point not to ISP router but back to internal Branch
router and cause routing loop. Next step is introduce
appropriate (correct) default route this way:

ip route 0.0.0.0 0.0.0.0 serial0®/0/0

and now we going to examine output from show ip route. But you
will obtain problem that is cause of my mistake. In routing
table is not default route introduced. Keep in mind that
static route (but all routes) is in output only when
appropriate outgoing interface is on. Then we will examine up
state of s0/0/0 interface. As you can see physical layer 1is Up



but protocol is down.

S0/0/0 interface on Central router is connected to ISP with
PPP link that use chap as authentication protocol. We need
examine clock command on DCE end of serial link and then
authentication credential on bot end of link.

And there is the problem, ISP side is supplied wit incorrect
name of Central router. there is a typo Cnetral and correct it
may state Central.
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Default route is now correct but can we establish a connection
between end devices on office network and ISP? Fire ICMP
packet to destination nework 198.160.131.1. Packet can reach
ISP router but then is discarded because no translation to
public network have not been made. We are closer to our goal,
data re well routed but address translation on private network
boundary must be established.
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dfault routing in office network is fixed but there is problem in ISP
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Central#sh ip route

Codes: C - connacted, § - static, T -

IcRP, R - RIP, ¥ - mobila, 5 - BGP

D - EIGRP, EX - EIGRF external, O - OSPF, IA - OSPF inter ares
H1 - OSPF NSEA extarnal type 1, NI - OSPF NSSA external ¢

El - OEPF extermal type 1, EI = OSPF external type 2,
i - IS-IS, L1 - IS-15 level-l, 12 - IS-IS level-2, ia - IS-IS inter area
¢ - candidate defsult, U - per-user static route, o - ODR

P - pericdic downloaded STATLC Ioute

Gatewvay of last resort is 0.0.0.0 to network 0.0.0.0

172.16.0.0/16 is wariably subnetted, € submets, 5 masks

Branch>enable

Branchconf T

Enter configuration commands, one per

Branch(cenfig) #do sk ip zoute

Codes: £ - connected, § - static, I -
D - TIGRF, EX - EIGRP external,
Wl - CEPF MESA external type 1,
El - OSPF external type 1, E2 -
i - Is-IS, L1 - 15-IS5 lavel-1,
* - candidate default, U - per-

line. End with CNTL/Z.

IGRP, R - RIP, M - mobhile, B - BGR

Q - 0SPF, IA - OSPF inter area

HZ - OSPF NESA external type 2

QSPF external type I, E - EGP

12 - I5-I5 level-2, ia - I5-IS inter area
user static route, o - ODR

-] 172.1€.0.0/20 (110/65] wia 17 €.100.2, 00:43:11, Seriall/0/1
o 6.16.0/20 [110/65] via 16.100.2, 00:4 Serial0/o/1
-] €.32.0/22 10/66] via 172.16.100.2, 00: . Serialf/0/1
c §.100.0/30 is directly connected, Seriald/0/1
c €.100.64/2€ is directly connacted, FastEchernetl/0
c €.100.128/27 is directly connected, FastEthernet0/1
200.0.0.0/24 is variably subnected, I subnets, I masks
c 200.0.0.0/30 is directly connected, SerialD/0/0
e 200.0.0.1/32 is directly connected, Serial0/0/0 to Central =
8¢  0.0.0.0/0 is directly ariald /0 g
Cantrals - -

T - pericdic downloaded static route
Catevay of last resort is 172.16.100.1 to network 0.0.0.0 ‘
172.16.0.0/16 i3 variably subnetted, © subnets, 5 masks
172.1€.0.0/20 is directl d, /1
173.16.16.0/30 48 directly connected, FastIthernetl/0 |
172.1€.32_0/22 is directly connected, FastEthernetl/0 |
-0/30 is directly connected, Seriall/l |
|

onnono

7 €.100.64/26 [110/65] wvia 16.100.1, 00:43:11, Seriald/1 [
-] 172.16.100.128/27 [110/65] vi 72.1 00.1, 00: i1, Serial0/1 |E
O+*E2 0.0.0.0/0 [110/1] wia 172.16.100.1, 00:04:17, Seriald/si |
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/

to ISP network
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For ISP (internet access — now without security configuration)
connection in network with many clients I decided for NAT
(network address translation) with PAT (port address
translation) on interface s0/0/0.

At first we must create standard access list (i use named but
also can be used numbered)

ip access-list standard NAT

permit 172.16.0.0 0.0.15.255

permit 172.16.16.0 0.0.15.255

permit 172.16.32.0 0.0.15.255

permit 172.16.100.0 0.0.0.3

and then enable nat translation with command

ip nat inside source list NAT interface s0/0/0 overload



most common beginners

case it is:
interface s0/0/0
ip nat outside
interface s0/0/1
ip nat inside.

Now we can place simple

Physical | Config | CLI

(also me)
appropriate interface as ip nat inside and outside.

Central

105 Command Line Interface

Gateway of lasc zesort is mot set

c 198.160.131.0/24 is directly connacted, Locpback0
200.0.0.0/24 is variably subnetted, 2 subnets, 2 masks

c 200.0.0.0/30 is directly comnected, Serial0/0/0

c 200.0.0.2/32 is directly connected, Serial0/0/0

ISPleznfig)#ds show ip routs
Codes: C = connected, § = static, I = IGRF, R = RIP, M = mobd
D - EIGRP, EX - EIGA? external, O — OSPF, IA — OSFF
N1 - OSPF NESA external type 1, NI - OSFF NSSA ext
El - OSPF extermal type 1, EI - OSPF extarnal type

* - candidate default, U - per-user static route, o - ODR
¥ - pericdic dowmloaded static route

Gateway of last resort is not set

c 198.160.131.0/24 is directly connacted, Locpback0
200.0.0.0/24 is variably subnetted, 2 subnets, 2 masks

- 200.0.0.0/30 is directly comnected, Serial0/o/0

c 200.0.0.2/32 is directly connected, Serial0/0/0

ISPicenfig) s

i - IS-IS, L1 - IS-I5 lavel-1, 12 - IS-I5 lavel-2, ia - IS-IS inter area

Physical

Fanczal (config-std-nacl)fpermic
Central (config-std-nacl)fpermis
Fencral (config-atd-nacl)gpesmit
fentzal (config-atd-nacl)§
Centzal (config-atd-nacl)fip nat

mistake 1s forget mark
in our

PDU between appropriate ends.

Config | CUI |
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172.16.0.0 0.0.15.255
172.16.16.0 0.0.15.258
172.16.32.0 0.0.15.355
172_16.100.0 0.0.0.2

i
inside source list WAT i

rmit

vezface 80/0/0 cverlcad |

Centrx,

[config) $ip nat inside scurce static 172.14.
% Invalid inpu¥®
Central (config) #ip nat insd
% Invalid input detected at '"°

Central (config) $i
A.8.C.D I

Tal (configl no ip nat inside scurce static 172.16
Inmmmm—
[Centzal (zonfig-ifl #ip nat cutside
jCantral (config-if) §interface s0/0/1
[Central (config-if) #ip nat inside

- Canczalicondig-idls

100.64 #0/0/0
~" markesr

ource static 20/0/0
for servers static NAT
we need unique
2 public address, not
PAT enabled interface
100_64 2000
100.64 200.0.0
and please remember
mark inside and
outside NAT
interfaces

.100.64 interface

inside source static 172.16
global IP address

MEig)#ip nat inside source stasic 172

£4

-16.

Copy E and now we have and- to-end reachability for and devices in Copy
172.16.0.0/20 172.16.16.0/20 and 172.16.32.0/20 address range
L =
3 me Vil
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0SPF 1

¥ ’ 2o60f24TT
remote reachability for internal Swigth
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200.0.0.0/29 address space and
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must point to www.error.oom)
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Swichl

-
29608 24TT
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 172.16.32.0/22
T

Wrong default route configuration introduce
routing loop condition in OSPF environment
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Reset Simulstion| | Constant Delay 58126

Play Contrals

Back | [Auto Capture / Play| [Capture / Forward|

u

R 0P xm

Event List Filters

Visible Events: ICMP

Central |l 15

]

As ,how to?“ training you can establish
servers and enable reach them from ISP side.

[ Edit Filters Show All ]

: Aal
connection for inside
There must be

used static nat and address range for inside global must
increase from 200.0.0.0/30 to minimal 200.0.0.0/29 as it state

previews picture.

Final and fixed packet tracer lab is on next picture and for



your training can be obtained from here (PKT 5.2 or above).
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