3. Internet connection for
small office with VLAN

This scenario is extension of article 1 where we have enabled
internet access for our simple home or small office network.
Our scenarios focus only proper connectivity without any
access lists for adding local office policy.

For expecting work of this network you must:

= configure VTP and VLAN

= set STP 802.1D priority (STP about)

inter VLAN communication in router on a stick scenario

default route to ISP and static route pointing to Branch

PPP encapsulation on local loop to ISP central office

= basic access passwords for network devices in topology

select proper cabling

= configure end devices with static or DHCP added IP and
DNS

= enable and adjust www, DNS, TFTP services

= assign address from suggested networks

Training topology (configured PKT 5.2 lab)
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PC-FT PC-FT PC-PT  DHCP for Staff LAN
PC1 PC2 PC200  exduded address 172.16.20,224 - ,254

LT & VTYs: cisco an 10 172, 16.10.0/24 Management&Mative fa0/1.10 . 254 at with overload for 50/0/0 interface

enable pass: class [ V1an 20 172.16.20.0/24 Staff 20, Static map

an 30 172.16.30.0/24 Guest 30,259 ww.company.sk 172, 16,10.253 198. 160, 130,

Admins switch fa0/s - fa0/24 VLAN 10 Staff switch fa0/10 - fa0/19 VLAN 30
fa0,/20 - fa0/24 VLAN 20

VTP and VLAN on Staff switch 1is

SeETTEghoy VLR SLeus

VIP Version : 2
Configuration BRevision : 5
Maximim VLAMs supported locally : 255
Number of existing VLANs : B

VIP Operating Mode : m
VIP Domain Mame I Ccompany
VIP Pruning Mode : Disabled
VIF WVZ Mode : Disabled
VIP Traps Generation : Disabled
MDS digest : Oxa7 0xBS 0xDE 0xl19 O0xBE O0xBZ 0x1E 0x01

Configuration last modified by 172.16.10_250 at 3-1-53 01:14:55
Staffgshow wvlan brief

VLAN Hame Status Borts

1 default actiwve Fa0/s5, Falsfe, Falds/7, Fald/ 8
Faldys%, Giglsl, GiglsZ

1a ManagementsNatiwve actiwve

20 Staff actiwve FalOs20, Fal/Z1, Fal/ZZ, Fal/fZ3
FalsZ4

20 Fuest actiwve Fa0/10, Falsf1l1l, Fa0/512, Fa0/13
FalOs14, Fal/s1l5, Fa0sle, Fal/s17
Fal/18, Fa0/ 1%

1002 fddi-default actiwve

10032 token-ring-default actiwve

1004 fddinet-default actiwve

1005 trnet—-default actiwve

STP configuration Admins and Staff sw is

spanning-tree vlan 1,10 priority 24576



spanning-tree vlan 20,30 priority 28672

Appropriate show command issued on Staff switch lead to
expected root bridge election and port roles and states



Physical | Config | CLI

I05 Command Line Interface

VLANOOLO

B R L L)
Spanning tree enabled protococl ieee
Root ID Priority e

Address Q0EQ.F706.D4D3
Cost 19
Pozrt Z(FastEthernat0/Z]

Hallo Tima 2 sec Max Age 20 sec Forward Dalay 15 sec

Bridge ID Priority LBEEZ, (priority 28672 sys-id-ext 10)
hddress 0001.&35E._0DAS
Hells Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Bole S5ts Cost Prio.Nbr Type

Fal/s1 Desg FWD 1% 1z8.1 Fip This switch is not
Fal/Z Root FWD 1% 28.2 Pip :

Ta0/3 Altn DLE 1o 2 P2p rootbridge for vlan 10
Fal/4 Altn BLE 19 .4 Fip

Spanning tree snabled protocol ieee
Root ID Priority
hddress 0001 .&35E._0DAS
This bri
Hello Time £ sec Max BAge 20 sec Forward Delay 15 sec

Bridge ID Priority £482f (priority 24576 sys—id-ext 20)
Bddress 0001.835E.0DAS
Hello Time E sec Max Age 0 sec Forward Delay 15 sec
Aging Time Z0

Intazrface Fole S5ts Cost Frio.WNbzr Type

Fal/1 D 19 128.1 ¥2p For Vlan 20 and 30 is
FaO/s2 WD 19 128.2 Pip root brldge

FalO/s3 WD 15 128.3 PFip

FalO/4 WD 15 128.4 Bip

FalO/s22 iD 15 128_22 Bip

FalO/23 iD 15 128_23 Bip

FalO/24 iD 15 128.24 Bip

atanio dtto VLAN 30

Spanning tree enabled protococl ieee
Root ID Priocrity Z2460a
Address 0001.&635E. 0DAD
This bridge is the root
Hallo Tima 2 seac Max Age 20 sec Forward Delay 15 sec

Bridge ID Prisrity 24606 (prieority 24576 sys-id-sxt 30)
Rddress 0001 .E35E.0DAS
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Bole S5ts Cost Prioc.Nbr Type E
Fal/s1 Desg FWD 15 1z8.1 Fip
Fal/2 Desg FWD 19 1Z8.2 Fip
Fal/3 Desg FWD 19 128.3 Fip
Fal/4 Dasg FWD 139 128.4 Fip
Staffg -

Copy || Paste




Router interfaces was configured as it is listed in output
Branch#show IP interface brief

| Physical | Config | CLI
10S Command Line Interface
T OUrpur BLL0L=, o colllsIon=s, I IICELL=ECE LESECS
-
0 babbkles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out
| Branchfsh ip int br
Interface IP-Rddress OF? Method Status EFrotocol
FastEthernetd/0 unassigned YES unset up up
FastEthernetl,/0_20 172.18.20.254 YES manual up up
FastEthernetl/1 unassigned YES unset up up
FastEthernet0/1_10 172 .16.10_.254 YES manual up up
FastEthernetd/1.30 172.18.30.254 YES manual up up
Seri=l0/0 0 15%8.160.130.5 YES manual up up
Seri=lds0 1 unassigned YES unset administratively down down
Vlanl unassigned YES unset administratively down down .
Branch§ b
Copy ” Paste ]

Routers running configuration is:

hostname Branch
|

enable secret 5 $1$mERr$9cTjUIEQNGuUrQiFU.ZeCil

|

ip dhcp excluded-address 172.16.20.224 172.16.20.254 address
excluded from DHCP pool

|

ip dhcp pool StaffLAN DHCP
pool configuration

network 172.16.20.0 255.255.255.0

default-router 172.16.20.254

dns-server 172.16.10.253

|

username ISP password 0 pppcisco access password for



oposite end of ppp link used during chap 3 way handshake

|
no ip domain-lookup router will not interpret incorrectly
typed commands as domain names

|
interface FastEthernet0/0

no ip address

duplex auto

speed auto

|
interface FastEthernet0/0.20

encapsulation dotlQ 20

ip address 172.16.20.254 255.255.255.0

ip nat inside marking interface inside , local” for NAT

|
interface FastEthernet0/1 address was removed or not
configured on interface divided on subinterfaces in router on
a stick

no ip address

duplex auto

speed auto

|
interface FastEthernet0/1.10

encapsulation dotlQ 10 native native keyword mark VLAN used
for untagged traffic — from default 1 moved to 10

ip address 172.16.10.254 255.255.255.0

ip nat inside marking interface inside ,local” for NAT

|

interface FastEthernet0/1.30

encapsulation dotlQ 30

ip address 172.16.30.254 255.255.255.0

ip nat inside marking interface inside ,local” for NAT

|

interface Serial©0/0/0

ip address 198.160.130.5 255.255.255.252

encapsulation ppp encpasulation and authentification on
ppp link

ppp authentication chap

ip nat outside marking interface as outside , local” for NAT
|

interface Serial0/0/1



no ip address
shutdown
|
interface Vlanl
no ip address
shutdown
|
ip nat inside source list Allowed interface Serial0/0/0
overload PAT with interface s0/0/0 overload command
ip nat inside source static 172.16.10.253 198.160.130.1
static NAT translation for connectivity to inside company
web server from outside network
ip classless
ip route 0.0.0.0 0.0.0.0 Serial0/0/0 default route used for
routing outgoing traffic
|
!
ip access-list standard Allowed access list marking
clients allowed for NAT translation
permit 172.16.10.0 0.0.0.255
permit 172.16.20.0 0.0.0.255
permit 172.16.30.0 0.0.0.255
access-list 1 permit 172.16.10.0 0.0.0.255
|
line con 0
exec-timeout 30 0
password cisco
logging synchronous
login
line vty 0 4
access-class 1 in
exec-timeout 30 0
password cisco
logging synchronous
login
|
end
On DNS, www.company.sk server are made these settings
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