17. Port security on access
layer switchport

Port security is feature that enable permit or deny traffic
for end user PCs connected to access layer switch. Port
security enable specify a group of valid MAC address on port.
If maximum secure MAC address 1is reached then security
violation modes lead to protect, restrict or shutdown of port.

There are 3 ways how to configure port security:
1) Static secure MAC addresses — manually configured with
switchport port-security mac-address MAC ADDRESS

2) Dynamic secure MAC address — dynamic learned and stored
only in address table (after restart cleared)

3) Sticky secure MAC address — mac address are learned
dynamically and saved in running config (next can be merged
with startup config).

Default port security:

— disabled on port -> switchport port-security
— maximum nr. of secure MAC: 1

— violation mode: shutdown

— sticky address learning: disabled

Sample configs:

A) Dynamic port security configuration
sl#configure terminal

s1(C)# interface FastEthernet® 0/10
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sl(c-if)#switchport mode access
sl(c-if)#switchport port-security
sl(c-if)#end

B) Sticky port security — can configure max. nr. of secure mac
address, 1in this example we configure shutdown as the
violation mode

sl#configure terminal

s1(C)# interface FastEthernet0® 0/10

sl(c-if)#switchport mode access

sl(c-if)#switchport port-security (enable port security)

sl(c-if)#switchport port-security maximum 20 (maximum nr. of
secure address)

sl(c-if)#switchport port-security mac-address sticky
(enable sticky learning)

sl(c-1if)#end

Table: Security violation modes

. . Send Display Increase Shuts
Violation|Forward . :
) syslog error violation down
mode traffic

message message counter port

protect no no no no no
restrict no yes no yes no
shutdown no yes no yes yes

Verification commands:

= show port-security [interface interface-id]



Switchishow port-security interface £a0/10

Port Security : Disabled
Port Status : Secure—-down
Vioclation Mode : Shutdown
Aging Time : 0 mins
Lging Type : BAbhaolute
SecureStatic RAddress Rging : Disabled
Maximim MAC Addresses -1

Total MAC bddresses -1
Configured MAC Addresses -1

Sticky MAC Rddresses - 0

Last Source Address:Vlan - 0000.0000.0000:0
Security Vioclation Count - 0

= show port-security [interface interface-id] address

Our training scenario focused on port-security can be
obtained from here (Packet tracer 5.2 or above you will need).

Port security - static, dynamic and sticky

fanf1.10 vlan 10 192, 165.10.1/24
.20 vlan 20 192, 168.20.1/24
.30 vlan 30 192, 168,30, 1/24
.99 vlan 99 192, 168,99, 1/24 native

¢ ?- fa0/1 fa0/1

192,168.99,10/24

fan 20
Routerd . f Login for devices:
\'.\ sername: dljak
» clljak
; f20/16 \.\. Pass: cllj
Laptop-FT
Wrong PC

-y

e A, A

PC-FT pC-pT  PC-FT e.pT

FCO PC1 PC2 -
PC3 PC4 PCS

".l'LAN. 10 VLAM 20 S

Stafic Dynarmic ST

00&0, 3EDC, 1A30 OOED.FT73.0A38 O0EQ.FFa7.DeB2
0003.E47.B6A5 0000, 9744.C897

0090, 2BA2.8A5E
0003.E457.61C2

Network topology consist of router acting on stick and
switch. Port security is configured sticky for 10 mac address

for port 20 to 24 with commands:

interface FastEthernet0/20
switchport access vlan 30
switchport port-security maximum 10

switchport port-security mac-address sticky
|
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interface FastEthernet0/21
switchport access vlan 30
switchport port-security maximum 10
switchport port-security mac-address sticky
|
interface FastEthernet0/22
switchport access vlan 30
switchport port-security maximum 10
switchport port-security mac-address sticky
|
interface FastEthernet0/23
switchport access vlan 30
switchport port-security maximum 10
switchport port-security mac-address sticky
|
interface FastEthernet0/24
switchport access vlan 30
switchport port-security maximum 10
switchport port-security mac-address sticky

You are strongly encouraged to try

1) Static port security for PC on vlan 10 on port fa0/10 with
mac 0060.3EDC.1A80 — then disconnect device with mentioned mac
and attach device with wrong mac (examine shuting down state
of port), then correct port state and enable traffic
forwarding.

interface FastEthermnet0/,10
switchport access wlan 10

switchport port—security mac-address 00&0.3EDC. 1180
!

2) Enable dynamic learning for PC on ports fa@/15 and fa0/16.

As example, output from show mac-address-table of switch



Switchish mac-address—-table
Mac Address Tabkle

Vlian Mac Rddress Type Borts

140 00e0_.2fco. 89102 DYNAMIC Fal/1

140 00&0.3edo. 1280 DYNAMIC Fal/s10

20 0003 _.e47d.bees DYNARMIC Fal/sle

20 00e0_.2fco. 9102 DYNAMIC Fal/s1

20 00eQ.£773.0a3b DYNARMIC Fad/1%

30 0003 .2457 .blcZ DYNAMIC Fal/s20

30 00&80_.2fco. 59102 DYNAMIC Fal/1

30 0030 _2baZ . 8atb DYNAMIC Fal/sZ20

30 00d0.5744 . c837 DYNAMIC Fal/sz0

30 00ed_ £737 .deb2 DYNAMIC Fal/sZ0

35 00e0_.Z2fcoc. 9102 DYNARMIC Fal/s1
Switch#show interface trunk
Port Mode Encapsulation Status Hatiwve wvlan
Fal/1 on BOZ . 1g trunking a4
Port Vlans allowed on trunk
Fadys1 1-1005
Port Vlans allowed and active in management domain
FaOs1 1,10,20,30,935
Port Vlans in spanning tree forwarding state and not pruned
FalO/s1 1,10,20,30,55

On port fa@/20 can be spot shared network segment (in our case
it 1s hub interconnected segment).

16. Administrative Distance
and route source preference

In environment with 2 or more enabled routing protocols must
be present mechanism for selection of routing sources that are
learned. What routing protocol obtained routes for remote
network will be introduced to routers routing table? That is a
big question.

Administrative Distance in short AD is considered parameter
that will break the tie and say about trustworthiness of
routing source.
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Table of administrative distance of routing protocols

Routing source

AD
(administrative distance)

connected 0
static 1
EIGRP summary route 5
External BGP 20
Internal EIGRP 90
IGRP 100

OSPF 110
IS-1IS 115

RIP 120
External EIGRP 170
Internal BGP 200




Say in other words — AD is number from interval <0, 255>. And
lower is better that mean static route (AD=1) is preferred
over OSPF learned route (AD=110).

Training scenario focus on introduction routing sources
(learned route) from RIP, EIGRP and OSPF routing protocols.

Fully configured lab. scenario for Cisco Packet Tracer 5.2 or
above can be obtained from here. Topology diagram show next
picture.

Which routing protocol would be used to route packets to 172, 16.5.48/287

Configured: RIPv2
EIGRP 100 with auto-summary
QSPF 100

172.16.5.144/28

172.16.5.32/28
-
oS
PgPT Servgr-pPT
I° TRTE
.34 T L
{33 sop  10.1.10/30
fa0/1 = e s0/0 ,._,T,-'HS 0/t
21654808 S ——" i"'l———r____?'l "'-i"_——" 172.16.5.160/28
pe-pr 30 B oedbiwm 2 ety 181 162
PC1 Roujer_A Rouer_B Ser'?rf:r-P‘T
A7 | 128 www.ciljak.com
fayjo | fa1/0
| .130
(18 "
J
)
FC-PT Server-PT
PC2 il
172.16.5.16/28 172.16.5.128/28

Routing protocols configuration 1is

Router A Router B
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router eigrp 100
passive-interface
FastEthernet0/0
passive-interface
FastEthernet0/1
passive-interface
FastEthernetl/0
network 172.16.5.0 0.0.0.63
network 10.1.1.0 0.0.0.3
auto-summary
|
router ospf 100
log-adjacency-changes
passive-interface
FastEthernet0/0
passive-interface
FastEthernet0/1
passive-interface
FastEthernetl/0
network 172.16.5.0 0.0.0.63
area 0
network 10.1.1.0 0.0.0.3 area
0
!
router rip
version 2
passive-interface
FastEthernet0/0
passive-interface
FastEthernet0/1
passive-interface
FastEthernetl/0
network 10.0.0.0
network 172.16.0.0
|

ip classless

router eigrp 100
passive-interface
FastEthernet0/0
passive-interface
FastEthernet0/1
passive-interface
FastEthernetl/0
network 172.16.5.128 0.0.0.63
network 10.1.1.0 0.0.0.3
auto-summary
|
router ospf 100
log-adjacency-changes
passive-interface
FastEthernet0/0
passive-interface
FastEthernet0/1
passive-interface
FastEthernetl/0
network 172.16.5.128 0.0.0.63
area 0
network 10.1.1.0 0.0.0.3 area
0
!
router rip
version 2
passive-interface
FastEthernet0/0
passive-interface
FastEthernet0/1
passive-interface
FastEthernetl/0
network 10.0.0.0
network 172.16.0.0
|

ip classless




EIGRP and OSPF routing protocols will create neighborship
relation between facing interfaces. This mechanism 1is
important for generate triggers after breaking relationship
after topology change in network and cause generating and
spreading routing protocols PDU, algorithm recalculation and
rearrangement in routing table.

If routing table is missing expected route please take a look
at creation of neighbor relation and verify appropriate timers
that trigger sending hallo packet or define time for detaching
route from table after their potential error.

Important commands for troubleshooting at CCNA level are:

= show ip eigrp neighbors

= show ip ospf neighbor

= show ip ospf interface INTERFACE
= show ip route

= show ip protocols

OQutput from neighborship verification commands are



=
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105 Command Line Interface 10S Command Line Interface

A
end |
Router_Bfshow ip eigcp neighbors BER? neighborship confirmed
IF-EIGRF neighbors for process 100
H  Address Interface Hold Uptime SRIT RTO "] Seq
(sec) =a) Cnt Num
= o 10.1.1.1 Sel0/0 1z 00:22:34 40 1400 o 2
. Router_Bfshow ip ospf neigh
| = Router_Bfshow ip cepf neighbor

o dai = 3 Dead Tima  Add; Interface

e 12 FULL, 00:00:32 o

* Ao’ +s5how 1nterface

N1 Unrecognized command
: A |-
F

;

line co

line vt 4

1o

!

router I is have been used for neighbor
identification (not ip of neigbor router
interface 10.1.1.1 as it show EIGRP show
ip eigrp n )
b 1€ 5. 43 Network Type POINT-TO-POINT, Cost: €4 i
. State POINT-TO-POINT, Pricrivy 0 Sax
this network

¥ on this netvork
,[Eelic 10 _Dead 40, Wait 40] Ratrans

Transmit Delay is 1
No designated foute

A6 5 16l  Network Type POINT-TO-POINT, Cost: €4
POINT-TO=-POINI, Priority 0

etwork

this network

ghbor -5,
0 neighboria)
ghbog

Router_A#show ip capd

Heighbor ID ¥i Dead Time hddress Interface
172.16.5.161 a FULL/ = 00:00:39 10.1.1.2 £ 0
Bouter_hf

Now we can look at routing table both router A and B. What we
can to expect? Which routing protocol introduce their route to
routing table? Lower AD is preferred and lowest AD has EIGRP!

Router_BE

But what is wrong, routing table show only classfull D (Duall
EIGRP route) that point nowhere (Null0)? Can you mentally
answer why it is so? What is wrong in our config? Classless
VLSM route (network mask is longer as appropriate classfull
mask) are introduced by OSPF because OSPF is inherently
classless routing protocol.

Please remember that null@ classfull route introduced to
routing table by EIGRP protocol (leading D for that route) is
because auto-summary was not suppressed and is 1in use. For
correcting this behavior on our network we must type no auto-
summary on router-config command prompt of router eigrp 100.

All that was we describe is recorded from output of CLI
Router A and Router B on next picture.
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auto-summary for eigrp
In effect

Gateway of last rescrt is mot set

oo oo n oo

1 6€.5.160/28 [110/65] wvia 10.1.1.2, 00:32:50,
Nouter_RFLOULEr €igrp 10

because auto-summary for preffered eigrp (lower ad

% Invalid input detected at '~' marker.

from protocol that is classles - OSPF

Router Afconf t
Enter o

ADUAL-5-NBACHANGE: IP-EIGRP 100: Meighbor 10.1.1.2
ney

iSerialn/0)

ADUAL-G-NBRCHANGE: IP-EICRP 100: Neighbor 10.1.1.2
a Goodbye received

{Seriald/0)

Gateway of last resort is not set

T - periodic GoWnlcaded STATiC IOUTE

10.0.0.0/8 is variably subnetted, 2 s

TE 5. 0 0/8 1o & summazy, O0-33:30

LT

-16/48 [110/65] via

30} is in use, appropriste VLSM subnet are introduced

onfiguraticn commands, one per line. End with CNTL/Z
Router_Al frouter eigsp 100
Router Alco UEEE) BN AUTO-BUFEATY
— l

L=

R
K

L}

o - 05, Seriall/0

o 2.16.5.32/28 [110/68] via 05, Beriald/0

o 2.16.5.48/28 [110/65] via 05, SerialD/0

C T-IE. HrCE if Gifectly TRECREEL/ 0

c 2.16.5.144/28 is directly connected, FastEthernec0/0

c 172.16.5.160/28 is directly connected, FastEthernet0/1

Router_B¢

SDUAL-S-NBRCHANGE: IP-EIGRP 100: Neighbor 10.1.1.1 (SerialD/0) is down: Interfac
& Goodbye received

L.

ADUAL-S-NBRCHANCE: IP-EIGRP 100: Meighbor 10.1.1.1 (Seriald/0) is up: mew adjace

ey

outer_Biconf t

nter o cmmands, one per line. End with CHTL/Z.

ter] #no sutc-suzmary
£ig-router) §

ADUAL-E-NBRACHANGE: IP-EIGRP 100: Meighbor 10.1.1.2 (Serial0/0) is up: new adjace ™=
noy

Router_R{config-routes)gdo show ip route
Codes: C = connected, 8 - static, I - IGRP, R - RIF, M - mobile, B = BGP
D = EIGRP, EX - EIGRP external, O - OSPF, Th - OSPF inter area
K1 - OSEF NSSA external type 1, N2 - OSPF NSSR extern type 2
El1 - OSPF external type 1, EZ - OSFF external type - EGP
i - IS-IS, L1 - IS-IS level-l, LI - IS-IS level-2, ia - IS-IS inter area
* - candidacte default, U - per-user static route, o - ODR
P - pericdic dewnloaded statie route no auto-summary for eigrp

Gateway of last rescrt 18 mot #et

10.0.0.0/30 is subnetted, 1 subnets
1 1.0 is directly connected, Serialf/so

/1€ is variably subnetted, 7 subnets, 2 masks
10.1.1.2, 00:00:00, Serial0/0

16, Serial0/0

n

A
=

(-}

exi

DUAL-5~NBRCHANGE: IP-EIGRF 100: Neighbor 10.1.1.1 (Serial0/0) is up: new adjace
=

outer B{config)#do show ip route

odes: C - connectad, 8 - staeie, I - IGAP, B - RIP, M - mebile, B - BGP

D - EIGRP, EX - EIGAF extermal, O - OSPF. IA - OSPF inter area

Kl - OSPF N55A external type 1, NI - OSPF N35A external type 2

El - OSPT exvernal type 1, EZ - OSPF external type 2, T - EGP

i - IS-15, L1 - I5-1I5 level-l, LI - IS-I5 level-i, ia - I5-I5 inter area
* - candidate default, U - per-user static route, o - ODR

P - periocdic downloaded static route

only I

ataway of last resort is not set

ced for VLSM network

10.0.0.0/30 is subnatted, 1 subnats foute

c .1.1.0 iz directly comnactad, Serialf/0
0.0/1€ is variably subnested, 7 subnets, 2 masks
B 16 [120/1)] via 10.1.1.1, 00:00:18, Serial0/0 E
13 E O7ITTITIET wia 10 . oo Becial0 /o 1
D -E. 7 1 wi . 00 Beriald/o
D .5 .48/ 0/217 1.1 Seriald/d
T " dicectly connected, Pascithermecisg
c .E. ¥
c .5.160/
Router_Blconfig)$ -

One of many processes that run on our router is mapping L3

address to L2 mac address on Ethernet interfaces.

Info about

learned relationship between L3 and L2 address offer ARP table
of router. Their output can be visible after typing show arp

on privileged exec of CLI

communication,

(output depend on previews
arp cache is dynamic table that is aged after

appropriate time non use of connection. That mean, if you will

have all mac in table you must make

REouter RAfshow arp

ping sweep).

Protocol Address 2ge (min) Hardware addr Type Interface

Internet 172.18.5.17 - 00&0.7038.C001 ARPR FastEthernetl/0
Internet 17Z2.16.5.18 z 0030.2133_545C ARER FastEthernetl,/0
Internet 17Z2.16.5.33 - 00oc.850D5 5001 ARBR FastEthernetl/0
Internet 17Z.16.5.34 3 0000 .BRE7 3534 ARPR FastEthernet0/0
Internet 17Z.18.5.4% - 00oCc.85D3 5002 ARPR FastEthernetl/1
Internet 17Z2.18.5.50 Z 00%90.0C1B_3E57 ARBR FastEthernetl/1

Records with character — in Age column is local interface of

device.

These records are excluded from aging mechanism! (-

mean local interface on device, other are learned through ARP

protocol)



15. PPP and Frame relay 1in
small network

PPP and Frame relay are protocols operating at data link
layer used in segment of private WAN connection. PPP enable
establish communication through serial link between cisco and
noncisco device where can not be used proprietary HDLC cisco
encapsulation. Frame relay networks offer packet switched
technology in providers network. This article will focus on
simple implementation of PPP serial link and Frame relay link
in office environment.

About PPP (basics)

Is nonproprietary data link protocol carefully designed for
compatibility with common HW devices. Enabled are these
connection establishments:

= serial cables

= phone lines

= trunk lines

= cellular telephones
= fiber optic links

Extend features supported on serial links as quality
management and PAP or CHAP authentication mechanism.

Main components of protocol are:

1. HDLC protocol for encapsulation over point to point link

2. Link control protocol — establish link connection

3. Network control protocols (NCPs) — for establishing and
configuration different network layer protocol
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PPP configuration step by step
1) Enable PPP on interface

R #config t

R(config)#interface serial 0/0/0
R(config-if)#encapsulation ppp
2) Configure authentication

= PAP — older and unsecure, password is send as clear text
ppp authentication pap
ppp pap sent-username My name password PSWD

= CHAP - based on 3 way handshake mechanism using message
digest — preferred if can be used
ppp authentication chap

3) Optionally configure compression with compress command
4) Optionally enable link quality monitoring

ppp quality 80 (1 to 100) — if link does not meet quality
requirements then goes down

5) Optionally enable load balancing across link with ppp
multilink

About Frame relay

All frame relay networks are build on 3 main components: DTE
equipment at each end of connection (FRAD device of user), DCE
(telephony company CO) and middle components (frame relay
switches in operator network).

In frame relay networks our routers act as DTE devices and



serial connection T1/El1 leased lines connect router to FR
switch in POP (point of presence) our ISP (internet service
provider). Frame relay switches on other end act as DCE
devices.

DLCI — is local meaning number that identify link connection
(but in opposite of IP address have only local meaning).

Frame relay address mapping is important for knowing how map
which DLCI map to L3 address of remote destination. Mapping
can be configured as dynamic or static. (for beginners is it a
bit confusing in configuration and in CCNA elLearning
materials). For configuration easier way 1is relay on dynamic
mapping that use inverse arp. For static mapping must be used
frame-relay map command.

Frame relay configuration step by step
1) Enable frame relay on interface
encapsulation frame-relay

and set encapsulation options cisco /ietf, cisco is on cisco
devices default. IETF use only in multivendor environment when
second end is non cisco device.

2) Configure bandwidth (does not affect real bandwidth) that
is important for EIGRP and OSPF metric calculation

3) Set appropriateLMI type (cisco, g933a or ansi)

4) Optionally disable inverse arp for frame-relay DLCI mapping
and configure appropriate static frame-relay map
commands (important in end-to-end reachability in hub and
spoke networks when spoke to spoke reachability is expected).

For training and hardening skills before CCNA examination we
introduce next configuration scenario that <can be



as preconfigured downloaded from here.

small topology with PPP and FR. interconnections

NAT1 198,160,130, 1630

50/1/0
fab/0 1 e, 17 18 e, fAD/0
e e e e e e - ‘-i-———_I____'"\ = ‘i—.— e e
.1 1
184, sojojo SOO1 1841
Server-BT e R1 DLCI102 DCE 1sp server-FT
Server( 50 www.external.com
192.168.20.254
. - 172.24.40.254
PPP with chap r L LMI Q9334

. 204, 160,130.10/27
passicscochap

N st 10.2.2.0/30
10.1.1.0/30 Cloud DLCI201
50/0/1 Frame-r
ok 5 1 Sb/ofo Routing OSPF 999 default route to ISP network

2
=
1 ftealy 1 » NAT1
R2 1581 .1 static 192, 163. 20,254 200.0.0.1/29
dynamic internal - inside local to pool

200.0.0.2 to 200.0.0.6/29

o 2980p24 2960f24TT NAT 2
W |
Swifch1 Swicha static 172,24,40,254 204, 160. 130, 10/27

[:I I [:l DHCP on R1 for all internal LAN
'd’

Vi . exdude first nine address
PC-PT PC-PT PCPT mask /24
PCO PC1 ) R.2 and R.3 with appropriate ip helper-address
192.168.10.10/24 193 168.11.10/24 192, 168.30.10
DHCP DHCP DHCP

Scenario 1include PPP and frame relay configuration,

subnetting and dynamic routing using OSPF routing protocol
with ID 999. 0Office network use private addressing space with
subnets 192.168.10.0/24, 192.168.11.0/24, 192.168.30.10 and
10.0.0.0/8 (10.1.1.0/30 and 10.2.2.0/30 VLSM subnets). On
router R1 is configured NAT with PAT for private client
address space and static nat translation for remote access to
internal servers.

For PPP link configuration on R2 and R1 router we use

username Rl password 0 username R2 password 0
ciscochap ciscochap
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interface Serial0/0/1
ip address 10.1.1.2
255.255.255.252
encapsulation ppp
ppp authentication chap

interface Serial0/0/1
bandwidth 2048
ip address 10.1.1.1
255.255.255.252
encapsulation ppp
ppp authentication chap
ip nat inside
clock rate 2000000

For Frame relay configuration at R1 FRAD and R3 FRAD we used
(configuration of FR switch is beyond scope of our training
but Packet Tracer offer Cloud-PT simulation object that we
will introduce in one of our next article).

R1

R3

interface Serial0/0/0.102
point-to-point
ip address 10.2.2.1
255.255.255.252
frame-relay interface-dlci
102
ip nat inside
clock rate 2000000

interface Serial0/0/0.201
point-to-point
ip address 10.2.2.2
255.255.255.252
frame-relay interface-dlci
201
clock rate 2000000

For examination of frame-relay open state and mapping remote
address to local DLCI can be used this show commands:

= show frame-relay pvc
= show frame-relay map
= show frame-relay lmi
= show interface

Output from this commands show next pictures
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line con 0
line wty 0 4
login

!

I

I

end

Rlgshow frame

&lﬂshuw frame-relay ?
lmi show frame relay lmi statistics
map Frame-Belay map table

pve show frame relay pvce statistics

Rlfzhow Zrame_reliV TED
eriald/ 0/0_102 (up): polnt-to-point dlci, dleal 102, broadcast, 3atatus defined,
fotive
Rl
I Statistics for interface Seriall0/0/0 (Frame Relay DTE) IMI TYPE = CCITT
Invalid Unnumbered info 0 Invalid Prot Disc 0
Invalid dummy Call Bef 0O Invalid Mag Type O
Inwvalid Status Message 0 Invalid Lock Shift 0O
Invalid Information ID O Invalid Beport IE Len O
Invalid Beport Begquest 0 Invalid Eeep IE Len 0O
Num Status Eng. Sent 19&2 HNum Status masgs Rcowd 1561
Num Update Status Reovd 0 Num Status Timeouts lé

I Statistics for interface Serialld/0/0.102 (Frame Belay DTE) LMI TYPE = CCITT

Invalid Unnumbered info 0 Invalid Prot Disc 0
Invalid dummy Call Bef 0O Invalid Mag Type O
Invalid Status Message 0 Invalid Lock Shift 0O
Invalid Information ID O Invalid Beport IE Len O
Invalid Repocrt BRegquest 0 Invalid Eeep IE Len 0O
Num Status Eng. Sent 0 Num Status mags Rowd 0
Num Update Status Reowd 0O Hum Status Timeouts 1&

RBlfshow frame-relay pwvc 102

PVC Statistics for interface S5erialds0/0 (Frame BRelay DTE)

input pkts 14055 output pkts 32755 in bytes 1036228
but bytes 6216155 dropped pkts 0 in FECH pkts 0
in BECHN pkts 0 out FECH pkts 0 out BECH pkts 0
in DE pkts 0 ocut DE pkta 0

but boast pkts 3Z755 out becast bytes 6216155

PLCI = 102, DLCI USAGE = LOCAL, PVC STATUS = ACTIVE, INTERFACE = Serial0/s0/0_102

m

RLg

1

| copy ||

Paste ]

Output from show frame-relay lmi supply us with
information about link. LMI as management build in

statistic
mechanism



can be used for link state monitoring. As frame relay lmi
standard can be selected cisco, q933a and ansi. As it 1is
discussed in this
topics http://www.tek-tips.com/viewthread.cfm?qid=402209,
21.3.2012 most important thing to consider is that both end
must support apropriate type of LMI.

OQutput from show ip interface brief contain physical link and
data link up state. If link state is down you need check clock
rate command on DCE end of link, encapsulation command and
authentication mechanism if used (optionally compression and
other optional config).

Rlfshow ip int brief

Interface IP-2ddress OF? Method Status BProtocol
FastEthernetd/,0 152 168_.20.1 YES manual up up
FastEthernetd/1 unassigned YES unset administratively down down
Seri=ld/ 070 unassigned YES unset up up
Seri=ld/ 0 0.102 10.2_2_1 YES manual up up
Serield/or1 13.1.1.1 YES manual up up
Seriald/s1/0 1588.160.130_.17 ¥YES5 manual up up
Seri=lld/ 171 unassigned YES unset administratively down down
Vlanl unassigned YES unset administratively down down

Rlg§show interface s0/0/0.102

Serield/0/0.102 is up, line protocol is up (connected)
Hardware is HDE4570
Internet address is 10_.Z2_2_1/30
MTIT 1500 bytes, BW 1544 Fkit, DLY 20000 usec,

relieskility Z55/Z55, txload 1,/255, rxload 17255

Encapsulation FRAME-RELALY
Last clearing of "show interface"™ counters never


http://www.tek-tips.com/viewthread.cfm?qid=402209

Physical | Config
105 Command Line Interface
| =il Dol RS W L Dol RS W Wl ol Bhlo W T
in DE pkts O cut DE pkta 0
out bcast pkts 32785 out bcast bytes 6216155
Rl#show frame-relay lmi I
IMI Statistics for interface S5erialds0/0 (Frame Belay DTE) IMI TYEE = CCITT
Invalid Unnumbered info 0 Invalid Prot Disc O l
Invalid dummy Call Bef 4 Invalid Mag Type 0
Invalid Status Message 0 Invalid Lock Shift 0
Invalid Information ID O Invalid Beport IE Len 0O
Invalid Report Reguest 0 Invalid Feep IE Len 0O
Hum Status Eng. Sent 718 HNum Status msgs Bowd 717 I
Hum Update Status Bewd O Hum Status Timeouts lé
IMI Statistics for interface S5erialds0/0.10Z (Frame Relay DTE) ILMI TYFE = CCITT
Invalid Unnumbered info 0 Invalid Prot Disc O I
Invalid dummy Call BRef O Invalid Mag Type 0O
Invalid Status Message 0O Invalid Lock Shift 0
Invalid Inmformation ID 0O Invalid Report IE Len 0O
Invalid Beport Beguest 0O Invalid Eeep IE Len 0O
Hum Status Eng. Sent 0 HNum Status mags Howd 0 -
Hum Update Status Reowd O Hum Status Timeouts 16 =
R1g| -
’ Copy l ’ Paste ]

— s

Next pictures show output from show interface on interfaces
participating in PPP encapsulation. As you can see from output
of command encapsulation is PPP and both LCP and appropriate

NCP (IPCM and CDPCP) are in open state.
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HNum Status Eng. Sent 0 Num Status mags Bewd 0
Hum Update Status Bowd O HNum Status Timeouts lé

Rlfshow interface s0/0/1 |

Seri=ld/0/1 is_ulE, line protocol isﬂ {connected)
Hardware is HD&4570
Internet address is 10.1.1_1/30
MTU 1500 bytes, BW 2045 Ekit, DLY 20000 usec,

reliagbility 255/255, txload 17255, rxload 1/255
Encapsulation PPP, |loopback not set, keepalive set (10 sec)
LCP Open LCP open state

Open: IBCE, CDECE
Last input never, output never, output hang newver

Last clearing of "show interface™ counters never

Input gqueue: 0/75/0 (gize/max/drops); Total output drops: 0

fueueing strategy: weighted fair

Cutput gueues: 0/1000/64/0 (3ize/max total/sthreshold/drops)
Conversations 0/0/25% (active/max active/max total)
Beserved Conversations 0/0 (allocated/max allocated)
Awvajilable Bandwidth 1536 kilokits/sec

5 minute input rate 58 bitsfsec, 0 packets/sec

5 minute ocutput rate 56 bitsa/f3ec, 0 packets/aec
411 packets input, 28284 bytes, 0 no buffer
Beceived 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errocra, 0 CRC, 0 frame, 0 owverrun, 0 ignored, 0 abort
404 packets output, Z2815¢ bytes, 0 underruns
B Sutput osrrorsl 0 collisions, 0 interface resets

0 output buffer failures, 0 output buffers swapped out

0 carrier transitions
DCD=up DSE=up DL[TB=up RIS=up CIS5=up
Rl

i

1

’ Copy H Paste ]

For further reference about connected serial cable and

clocking of link you can use show controllers serial

interface s0/0/1 on R1 router act as DCE end with configured

clock rate command.
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RBlfshow controllers serial 07071
Interface S5eriald/0/1
Hardware is PowerQUICC MPCB&0

LR s el ok pote 2000000

5CC Begisters:

Interrupt Begisters:

Mask [CIMR]=0x00200000, In-srv
Command register [CR]=0x580

Port C [PCDIR]=0x00C, [PCPRR]=0x
[BCSO]=0xCZ20, [BFCDAT]=0x
Receiwve Ring

Transmit BRing
tmd (680128B0) - status
tmd (¢80128B8) - status
tmd (€80128C0) - status
tmd (£801Z28C8) - status
tmd (§80128D0) - status
tmd (&80128D8) - status
tmd (¢80128EQ) - status
tmd (880128EB) - status

L e T e [ e Y I i I o

Config [CICR]=0x00367F80, Pending

Port & [PADTR]=0x1030, [BAERR]=0xFFFF
[PRAODRE]=0x0010, [PADAT]=0xCBFF

Fort B [FEBLDIR]=0x03COF, [FBEAR]=0x0800E
[PFEBODR]=0x00000, [PEDAT]=0x3FFFD

200

DFZ, [PCINT]=0x00F

length
length
length
length
length
length
length
length

[ o - Y e i I o Y s |

Status

gddress
address
zddress
address
address
address
zddress
address

idk at 0xB108laC4, driwver data structure at 0x81084AC0

General [GEMEB]=0xZ:0x00000000, Protocol-specific [PSME]=0x8
Ewvents [SCCE]=0x0000, Mask [SCCM]=0x0000,
Transmit on Demand [TODR]1=0x0, Data Sync [DSE]=0x7ETE

[SCC5]1=0x00

[CIPR]=0x0000C000 |
[CISR]=0x00000000

rmd (€8012830) - status 9000 length &0C address 3B&DAC4
rmd (68012838) - status BO00 length &0C address 3BcD444

m

1]

’ Copy H Paste ]

e i "

Last two pictures show Frame-relay

in Cisco Packet tracer.

simulation device available
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i
Customize Customize
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Cable
INTERFACE

Seriald
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ANSI
Cisco
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Add

Serial2
Serial3
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198.160.13
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.17

MNAT1
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o181 spof
R1 DLCI102

50

DCE

DLCI

Modem4

|102
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Ethernets
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LMI Q933

10.1.1.0/30

2560p24TT

Switchi 2960§24T1
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Wrong

default

route


https://www.cdesigner.eu/2020/03/21/14-wrong-default-route-propagation-in-ospf-enabled-network/

propagation in OSPF enabled
network

Default route introduce ultimate outgoing interface for L3 PDU
from our network. Most common use is in stub-networks where is
only one interface pointing to outside network (in this case
is no need for load balancing between two or among ISPs
interfaces). Instead of routers having to store routes for all
of the networks in the internet, they can share a single
default route to represent any network that is not in the
routing table.

In small office networks is static routing and manual default
route settings in use but in large network or in much more
flexible network scenarios are dynamic routing protocol
introduced.

Static default route can be propagated from router where
command ip route 0.0.0.0 0.0.0.0 interface/IP_of_next_hop to
all other routers in network.

How to enable default route distribution to network with most
common IPv4 routing protocols?

1) Configure static default route on router that act as
network boundary to ISP network with command:
ip route 0.0.0.0 0.0.0.0 interface/IP_of next_hop

2) Default static route needs to be advertised to all others
routers that use dynamic routing protocols

= for RIP1/2 use router command: default-information
originate

= for EIGRP use router command: redistribute static

- for OSPF use router command: default-information
originate

But what is happen when wrong default route is introduced in


https://www.cdesigner.eu/2020/03/21/14-wrong-default-route-propagation-in-ospf-enabled-network/
https://www.cdesigner.eu/2020/03/21/14-wrong-default-route-propagation-in-ospf-enabled-network/

network topology? How troubleshoot problem with wrong default
static route? We going to explore how this condition affect
our production network and how to fix it.

Preconfigured scenario in cisco packet tracer 5.2 or above can
be obtained from here. Small office network in this scenario
look like this

Wrong default route propagation in ospf environment

J

SESe 172.16.16.0/20

lo 193,160, 131.0/24 pdpT
5
sofofo | :
» .1 DHCP exdude defaultrouter ip
1841 DCE  Wrong default route from poal assignment
IsF pointing on 50,0,1
2960F24TT
50 wi
200.0.0.0/30 oo s NIICT'E?D 0
) .2 50/0/1 l lo10.20.20.20
ppp with chap Mo DeE 50/1 7 ,
pass: disco o10.10.10.10 [Figg e oS =Ll L
650184 ‘1 172.16.100.1/30 'leﬁzllxm 1 2060-24TT P—C 2 172.16.0.0/20
fa0 .129 wi .
fa /Centra\ 30/1 BFE"IC"I Switch2 .
OSFF 1 4 b = I =
2960'24'I'I' 29552411’
SwiichS Swil:ch-ﬂ- 2560F24TT Wrong default route configuration introduce
SWIICI'I 1 routing loop condition in QSPF environment
126 .153
J
Server-PT Server-PT —PC Z 172.16.32.0/22
DS WWW. Error.com .
172.16.100.64/26 172.16.100.128/27

Network topology consist of central router (act as boundary
between office network and WAN) and one branch router (for
simplicity is there only one branch router). All end devices
are on separate networks and private address space 1is in use
in internal network. Wrong default route

ip route 0.0.0.0 ©0.0.0.0 serial0/0/1 (correct it 1is
serial0/0/0) introduce in network routing loop that we will
examine.

Our lab include option for sending ping and follow what is
happen. Toggle to simulation mode and Auto capture/play.


https://www.cdesigner.eu/pkt_files/16_Wrong_default_route_propagation_in_ospf_environment.pkt
https://www.cdesigner.eu/pkt_files/16_Wrong_default_route_propagation_in_ospf_environment.pkt

|' .-E:nb:m{‘-a\ccm-&nmﬂmm_mm&,mdmm,

Logical [Rost] Wew Cluster  Move Object Set Tiled Background Viewpart

(
- -]
ﬂi — ‘Wrong default route prapagation in ospf environment Event List | b :“;

3 Vie. Time (sec) Last Device At Device T\ape Infe =
5 60.007 Branch Central j=LN |

60.008 Central ==t Branch v [l

£0.009 TBranch ﬁcemra?b cMe . 1=

60.010  Central Branch  1CMP .|

60.011 1m Branch Central  ICMP .|

60.012 1 Central Branch cMP .

ﬂ‘f’:‘uﬂw 60.013 Branch Central  1CMP .|

— M 60.014  Central  Branch  ICHP . -
1 2960-24TT 4 e » = '
Switch2

leaut simulation] [¥] Constant Delay Capturing... *
OSPF 1 ane SRR

o

x
%
Flay Controle ¥
2960f24TT  Wrong default route configurstion introduce ) &
Swifeht routing losp condition i1 DSPF envrarment [ secke | m [capture / Forward N
i £

Server-PT Server-FT et 172,16.32.0/22 Event List Filters

Ons WWW.ETTORCOm pC2 Visible Events: ICMP

172. 16, 100.64/25 172,16, 100, 128/27 Edit Filters ! Show All
. 5 (@
Time: 01:10:53.073 | Power Cycle Devices _ PLAY CONTROLS: __ Back | Auto Capturs / Piay| Capture / Forward | Eveniiist | Simulation
| Fire Last Status Source Destination Type Color Time (sec) Penodic N
- Seenario D -
-
i o = 5 F% F@ 3 W f% ) @ InProgress [PC1  156.160.131.11cHP |l 60.000 N [
—— [ en o |
ping
= P ,’ <= - Toggle POU List Window |
Eselacl a Davice to Drag and Drg to the Wod(seace} | ——— ] T . L E— L]

Wrong default route lead PDU to its origin and Branch router
loop back to central router with default route. L3 PDU contain
mechanism how to break endless looping of PDU — TTL in data
packet header 1is decreased after L3 routing to appropriate
interface as you can see on next picture (PDU examination in
cisco packet tracer — simulation mode).



B pDU Information at Device: Branch

OSI Model | Inbound PDU Details | Outbound PDU Details

POU Formats / TTL=1 decreased after
routing to outgoing if-1
HOLC / / when 0 reached PDU will
o ) 16 3z bedrop ., 48+x S6+x Bi
FLG: ADR. COMNTROL: / DATA: (VARIABLE FCS: FLG:
0111 DxBf Ox0 LEMGTH]) Ox0 0111
1110 1110
' of /
a 13 31 Bits
HL V DSCP: 0x0 TL: 28
Dxd- Ox0 0x0
§1-r|_ 2‘3 |  PrO: 01 CHKSUM
SRC IP: 172.16.0.2
DsT IP: 198.160.131.1
OPT: 0x0 | 0x0
DATA (VARIABLE LENGTH)
ICMP
a B 18 21 Bits
TYPE: 0x8 CODE: Ox0 CHECKSUM
ID: Ox2 SEQ MUMBER: 1
4 | L F

Output from most common troubleshooting command show ip route
that output from routers routing table issued on both routers

is:
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Centra l>enable Branch>snable
Cantral#show ip route Branch#show ip route
Codes: C - :nnﬂeer.ea § - szati I - IGAP, R - RIP, M - mobile, B - BGP Codes: C - connected, 3 - static, I - IGRP, R - RIF, M - mobile, B - BGF
D - EIGRP, EX - EIGRP exbe:nnl o = DSEF Ian = OSFF inter area O - EIGRF, EX - EIGRAP external, O - OSFF, Ih - OSPF inter area
N1 - OSPF NSSA external type 1, HNi - OSPF NSSA exte z W1 - OSPF NSSA external type 1, Hi — OSPF NSSA exter type 2
E1 - OSPF external type 1, EZi - OSPF external \:m i, E - EGP E1 - OSPF exvernal type 1, EZ2 - OSPF external type 2, E - EGP
i - I8-I5, L1 - IS-IS level-l, LZ - IS-IS level-2, ia - IS-IS inter area i - I8-I8, L1 - IS~IS level-l, L2 - IS-IS level-2, ia - IS~IS inter area
# = candidate default, U = per-user static route, o - ODR 4 = candidate default, U - per-user static route, o - CDR
P - pariodic dewnloaded static reute P - pericdic downleaded static route \/

ateway of last resort is 0.0.0.0 to network 0.0.0.0 I IGu:euay of last resort is 172_.16.100.1 to network 0.0.0.0

172_1£.0.0/1€ iz variably subnstted, £ subnets, § masks
72.16.0.0/20 [110/65) via 172.16.100.2, 00:20:05, Seriald/0/1
72.16.16.0/20 [110/65] via 172.16.100.2, 105, Serial0s0/1
72.16.82_0/22 [110/€5] via 172.16.100.2 105, Serial0/0/1
172.16.100.0/30 is directly conracted, Seriald/0/1
172.16.100.64/26 is directly connected, FastEthernetl/0 -
172.16.100.138/27 is directly connected, FastEZthernmec0/l

172.16.0.0/16 is wvariably subnatted, € subnets, 5 mazks
172.16.0.0/20 ia ly connected, FascEthermetl/sl

tly connected, FastEthernet0/0

connected, FastEthernetl/0

onnected, Serialdsl

6.100.64/26 [110/65) via -16.100.1, 00:20:15, Seriall/l
172.16.100.128/27 [110/65] via 172.16.100.1, 00:20:15, Seriald/1

connoan

!

gfflannooo

*  0.0.0.0/0 is directly connected, Serial(/0/1 4EZ 0.0.0.0/0 [110/1] via 172.16.100.1, 00:20:1E, Serzalf/l |
ancral§ ry - ” Tanc I
L ] |
Copy || Paste m Copy Has!
L 1 1 N =

4

lo 198.160.131.0/24 — ;T‘ 172.16.16.0/20
."-3-’ rfo
1840’ 52'?"0 Wrang defatit roite L DHCP exdude default-router ip
1sP portng on S0/0/1 from poal assignment
29604 24TT
50/0,
200.0.0.0/30 i ’U swicho i
. 50/0/1 1910.20.20.20
pop with chap =
pass: dsco 1010, 10.10. 10 l oCIa’l
1 2060-24TT _4 172.16,0.0/20
fi 25 KM C=PT
“”’“/ Ceﬂt'o 1801 Switch2 5
asPE 1 ra 10
FURORATT 295 241-r
Swich3 S Z960424TT ‘Wrong default route configuration introduce
Swifchl routing loop condition in O5SPF environment
126 158
Ser;:;-PT server-pT - 172.16.32.0/22
WWW.arroncom PC2
172.16.100.64/26 172.16.100.128/27
l Central .l" J Branch | X

Now is time correct our mistake. What we need to do? At first
you must remove wrong default route. There is no way how to
change existing static route. First remove wrong route with
command

no ip route 0.0.0.0 0.0.0.0 serial0/0/1

that point not to ISP router but back to internal Branch
router and cause routing loop. Next step is introduce
appropriate (correct) default route this way:

ip route 0.0.0.0 0.0.0.0 serial0®/0/0

and now we going to examine output from show ip route. But you
will obtain problem that is cause of my mistake. In routing
table is not default route introduced. Keep in mind that
static route (but all routes) is in output only when
appropriate outgoing interface is on. Then we will examine up
state of s0/0/0 interface. As you can see physical layer 1is Up



but protocol is down.

S0/0/0 interface on Central router is connected to ISP with
PPP link that use chap as authentication protocol. We need
examine clock command on DCE end of serial link and then
authentication credential on bot end of link.

And there is the problem, ISP side is supplied wit incorrect
name of Central router. there is a typo Cnetral and correct it
may state Central.

o~ SR TR o=

Physical | Config | CLI de P.hysmal | C.onﬁg. g l
o tp Toute 0000 oo0c0oo sertatofof T and then introduce frright - o i g
105 Command Line Interface 10S Command Line Interface |
1_"“' ‘:“ i but problem when we type comect default route 2
ine vty s 5 i
login pointing to 50/0/0 route is not introduced ... why? ALINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Look at output of show ip interface brief - sofo/o
is down. ISPrenable
and 1SPtshow rumn
Building configuration...
|_ 7 u
Cencrale Current configuration @ 744 bytes
[ #ah p int b !
Interface IP-Rddress OF? Method Status Protocol ver 12.4
no ice timestazps log datetime masec
no ice timestazps debug datetims msec
FastEthernet0/0 172.16.100.65  YES manual up up no ice password-encrypticn
!
FascEthernetlsL 172.16.100.139 YES manual up up hostname ISP
erial0/0/0 200.0.0.2 YES manuel up dovn | ~ h !
11 1
Seriald/o/1 172.16.100.1 ¥E5 manual up up i 1
. \
Vianl unassigned YES unset administratively down down ! ey -
Cenzrals - i | on ISP side is a typo in pppchap
e————— = I\ ! authentication credential I
Copy Paste username .,,-em 0 cisco
B SO R R 3
= : !
Io 198, 160.131,0/24 e L !
PEO : =
saj0/0 | o
164001 DoE Wrang debsiltraite ?:;p;um *anning-tres. mods pvet
ISP painting on 50/0/1 1
2960f24TT 3 ||
S0/0, " !
200.0.0.0/30 op SwiehO 0 i
2 S0t i | * l010.20.20.20 5 N
pep with chap N OCE 50/1 — interface ..:I:.!f'bacli‘ . [
pass: gsco 010, 10.10,10 t W 3 .._fr "’ N ip address 198.160.131.1 355.355.355.0
1 ; o '~ !
goflaaly * 172.16.100.130 .2 -1 2960-24TT interface FastEthernes/0
26W XM i
fabjo m\ B0/ Erghch Switchz ne ip address
L 1 fatjo duplax auto
C5PF 1 speed suto
shutdown
2s60fz4TT 20600 24TT |
\ T rong
i i S 2;&? 2:1 LH ?:h‘f; || |interface FastZthernezo/1
126 158 ERERIRE no ip address
Co Paste |
Server-FT Server-PT e | Py || |
ONs WWW.ErTOR.Com I;CZ
172.16.100.64/26 172.16.100.128/27 b —~—
Central x| Branch X 1P x| P

Default route is now correct but can we establish a connection
between end devices on office network and ISP? Fire ICMP
packet to destination nework 198.160.131.1. Packet can reach
ISP router but then is discarded because no translation to
public network have not been made. We are closer to our goal,
data re well routed but address translation on private network
boundary must be established.
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dfault routing in office network is fixed but there is problem in ISP

Physical | Config

and NAT with PAT or static NAT for intrnal servers In Office
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Central#sh ip route

Codes: C - connacted, § - static, T -

IcRP, R - RIP, ¥ - mobila, 5 - BGP

D - EIGRP, EX - EIGRF external, O - OSPF, IA - OSPF inter ares
H1 - OSPF NSEA extarnal type 1, NI - OSPF NSSA external ¢

El - OEPF extermal type 1, EI = OSPF external type 2,
i - IS-IS, L1 - IS-15 level-l, 12 - IS-IS level-2, ia - IS-IS inter area
¢ - candidate defsult, U - per-user static route, o - ODR

P - pericdic downloaded STATLC Ioute

Gatewvay of last resort is 0.0.0.0 to network 0.0.0.0

172.16.0.0/16 is wariably subnetted, € submets, 5 masks

Branch>enable

Branchconf T

Enter configuration commands, one per

Branch(cenfig) #do sk ip zoute

Codes: £ - connected, § - static, I -
D - TIGRF, EX - EIGRP external,
Wl - CEPF MESA external type 1,
El - OSPF external type 1, E2 -
i - Is-IS, L1 - 15-IS5 lavel-1,
* - candidate default, U - per-

line. End with CNTL/Z.

IGRP, R - RIP, M - mobhile, B - BGR

Q - 0SPF, IA - OSPF inter area

HZ - OSPF NESA external type 2

QSPF external type I, E - EGP

12 - I5-I5 level-2, ia - I5-IS inter area
user static route, o - ODR

-] 172.1€.0.0/20 (110/65] wia 17 €.100.2, 00:43:11, Seriall/0/1
o 6.16.0/20 [110/65] via 16.100.2, 00:4 Serial0/o/1
-] €.32.0/22 10/66] via 172.16.100.2, 00: . Serialf/0/1
c §.100.0/30 is directly connected, Seriald/0/1
c €.100.64/2€ is directly connacted, FastEchernetl/0
c €.100.128/27 is directly connected, FastEthernet0/1
200.0.0.0/24 is variably subnected, I subnets, I masks
c 200.0.0.0/30 is directly connected, SerialD/0/0
e 200.0.0.1/32 is directly connected, Serial0/0/0 to Central =
8¢  0.0.0.0/0 is directly ariald /0 g
Cantrals - -

T - pericdic downloaded static route
Catevay of last resort is 172.16.100.1 to network 0.0.0.0 ‘
172.16.0.0/16 i3 variably subnetted, © subnets, 5 masks
172.1€.0.0/20 is directl d, /1
173.16.16.0/30 48 directly connected, FastIthernetl/0 |
172.1€.32_0/22 is directly connected, FastEthernetl/0 |
-0/30 is directly connected, Seriall/l |
|

onnono

7 €.100.64/26 [110/65] wvia 16.100.1, 00:43:11, Seriald/1 [
-] 172.16.100.128/27 [110/65] vi 72.1 00.1, 00: i1, Serial0/1 |E
O+*E2 0.0.0.0/0 [110/1] wia 172.16.100.1, 00:04:17, Seriald/si |
Branch (config) #

/

to ISP network

(Lcopy [ Pasta ]

- T TR, Time (sec] Lask Dewice At Device Type  TAFC®]
s 172.16.16.0/20 3 0.002 Switch2 Branch  ICMP
o 198.160.131.0/24
Gaalis PT
‘:‘___‘ £ 4 0.003 Branch centeal  1cve [l .
sojajo e g 3 0.004 Central 1SP cMP .| f—|
' oce Wrengdefautraute from :dwm* rkhd‘hwhs i £0.000 = PC1 e i | I
pointing an 50,01 3 |
L £0.001 PCL Switch2  ICMP .!E x
0 |
200.0.0,0/30 3w o7 R— 60.002 Switch2 sranch  1cve |
:t:sm;&:!ao F ﬁ}?. DCE a0t 60.003 Branch cenal  1cve [ Q
: 10.10,10.10 g
K g o o 60.004 Central 15P weve [l -
eofissly ! mateaonym 2, 1 2se0aaTT  AEme MRS % i - il
200 fCentraN, 1230 X Switch2 2 5 .
= Branch FC1 f - = " Captured to
— 1 fafo | Reset Simulation| [] Constant Delay 158.063 5
= s pe
2960f24TT 2860} 24TT Play Controls g/
Swifch3 Swiithd 2560f24TT  Wrong default route configuration introduce ; e
i Swifthl  routing loop condition in OSPF environment Back [uto Capture / Play| [Capture / Forward|
i g 158 = é 3
' ' s
Server-PT Server-pT P'I:' 172.16.32.0/22 Event List Filbers
DNS WOHLETTOr.COm PC2 wisible Events: 1CMP
. 172, 16.100.64/26 172.16. 100, 128/27 r T 1L PR
Central ] Branch X
B3] ¥ I Azl

For ISP (internet access — now without security configuration)
connection in network with many clients I decided for NAT
(network address translation) with PAT (port address
translation) on interface s0/0/0.

At first we must create standard access list (i use named but
also can be used numbered)

ip access-list standard NAT

permit 172.16.0.0 0.0.15.255

permit 172.16.16.0 0.0.15.255

permit 172.16.32.0 0.0.15.255

permit 172.16.100.0 0.0.0.3

and then enable nat translation with command

ip nat inside source list NAT interface s0/0/0 overload



most common beginners

case it is:
interface s0/0/0
ip nat outside
interface s0/0/1
ip nat inside.

Now we can place simple

Physical | Config | CLI

(also me)
appropriate interface as ip nat inside and outside.

Central

105 Command Line Interface

Gateway of lasc zesort is mot set

c 198.160.131.0/24 is directly connacted, Locpback0
200.0.0.0/24 is variably subnetted, 2 subnets, 2 masks

c 200.0.0.0/30 is directly comnected, Serial0/0/0

c 200.0.0.2/32 is directly connected, Serial0/0/0

ISPleznfig)#ds show ip routs
Codes: C = connected, § = static, I = IGRF, R = RIP, M = mobd
D - EIGRP, EX - EIGA? external, O — OSPF, IA — OSFF
N1 - OSPF NESA external type 1, NI - OSFF NSSA ext
El - OSPF extermal type 1, EI - OSPF extarnal type

* - candidate default, U - per-user static route, o - ODR
¥ - pericdic dowmloaded static route

Gateway of last resort is not set

c 198.160.131.0/24 is directly connacted, Locpback0
200.0.0.0/24 is variably subnetted, 2 subnets, 2 masks

- 200.0.0.0/30 is directly comnected, Serial0/o/0

c 200.0.0.2/32 is directly connected, Serial0/0/0

ISPicenfig) s

i - IS-IS, L1 - IS-I5 lavel-1, 12 - IS-I5 lavel-2, ia - IS-IS inter area

Physical

Fanczal (config-std-nacl)fpermic
Central (config-std-nacl)fpermis
Fencral (config-atd-nacl)gpesmit
fentzal (config-atd-nacl)§
Centzal (config-atd-nacl)fip nat

mistake 1s forget mark
in our

PDU between appropriate ends.

Config | CUI |

10S Command Line Interface

172.16.0.0 0.0.15.255
172.16.16.0 0.0.15.258
172.16.32.0 0.0.15.355
172_16.100.0 0.0.0.2

i
inside source list WAT i

rmit

vezface 80/0/0 cverlcad |

Centrx,

[config) $ip nat inside scurce static 172.14.
% Invalid inpu¥®
Central (config) #ip nat insd
% Invalid input detected at '"°

Central (config) $i
A.8.C.D I

Tal (configl no ip nat inside scurce static 172.16
Inmmmm—
[Centzal (zonfig-ifl #ip nat cutside
jCantral (config-if) §interface s0/0/1
[Central (config-if) #ip nat inside

- Canczalicondig-idls

100.64 #0/0/0
~" markesr

ource static 20/0/0
for servers static NAT
we need unique
2 public address, not
PAT enabled interface
100_64 2000
100.64 200.0.0
and please remember
mark inside and
outside NAT
interfaces

.100.64 interface

inside source static 172.16
global IP address

MEig)#ip nat inside source stasic 172

£4

-16.

Copy E and now we have and- to-end reachability for and devices in Copy
172.16.0.0/20 172.16.16.0/20 and 172.16.32.0/20 address range
L =
3 me Vil
1o 196,160,13L.0/24 QPT, 172.16.16.0/20 60.001 PC1 Swich2  ICHP
. MAT with PAT on if ofo 60.002 Switch2 sanch  1ove [l
s0fofo | 0. | P
by 14 T 3 60.003  Branch central 1o [l
Ltes from pacl assgrment 60.004 Central 18P e [l
&l
2960f247T 60.005 15P Central  ICMP . 1
s
200.0.0.0/30 i 60.006 Central sanch 1cve ]
0 with chag 60.007 Beanch Switchz  ICMP .
pass: Cs 1010, 10,10, 10 |
172.16.0.0/20 |"  s0.008 Switch2 PCL wcwe [l -
2960-24TT i 1= [ m | »

0SPF 1

¥ ’ 2o60f24TT
remote reachability for internal Swigth
servers need obtain
200.0.0.0/29 address space and
use .3 and .4 as inside global
address for inside servers
(external NAT when needed

must point to www.error.oom)

29s0f241T
Swichl

-
29608 24TT
S v

' . '-158

16.100.128/27

Switch2

 172.16.32.0/22
T

Wrong default route configuration introduce
routing loop condition in OSPF environment

Captured to: 4

Reset Simulstion| | Constant Delay 58126

Play Contrals

Back | [Auto Capture / Play| [Capture / Forward|

u

R 0P xm

Event List Filters

Visible Events: ICMP

Central |l 15

]

As ,how to?“ training you can establish
servers and enable reach them from ISP side.

[ Edit Filters Show All ]

: Aal
connection for inside
There must be

used static nat and address range for inside global must
increase from 200.0.0.0/30 to minimal 200.0.0.0/29 as it state

previews picture.

Final and fixed packet tracer lab is on next picture and for



your training can be obtained from here (PKT 5.2 or above).

: Logica[ [Roat] Mew Clustar ject Set Tiled Background Viewpart
o [ (L]
g\ Wrong default route propagation in ospf environment
=] Ewveni List
g ~ Vis. Time (sec) Last Device AtDevice Type Infc=
o 198, 150.131.0/24 cder 172.16.16.0/20 60.001 PC1 Switch2  ICMP
= _— N;;Em PAT on interface PED 60.002 SwitchZ Branch 1cme .
S0y
t b ajofo e DHOP exclude defauit router i 60.003 Branch central  1cve [ =
Wrong default route——__ |, J bk
5P mnE\: on S0/0/1 = a4 from poct sseirinent 60.004 Central 158 cve [ )
o0 225: ‘;;'r 60.005 15P central 1007 |7 »®
e A 2 soon o ] 00 o10.20.20.20 60,006  Central sranch  1cvp [l
ppp with chap o sof1 ' - o beh C )
pass: dsco loi0.10.10.10 o, D& <, FoO1 I 60.007 Branch swichz  1cve [ ¢
L M . 4 % 60.008 Switch2 PC1L ICMP -
sl S I7236.300.4/30 2, g0 1 2960-24TT - AP ABO o = = !
fa0fi” #Centra 129g1; i Switch2 3
; 4 Branch FC1 e Captured to:
S \ 1§ falp (et Snintion) | Constant Delay 156,126 §
/
| 2860p24TT Play Controls B
| Swifch3 5 ha | 2960p24TT Wrang default route configuration introduce —'ﬂ;‘
| - - Swichl routing loap condition in OSPF environment Back | |1\uh0 Capture / Play| |Capture [ Forward
\I - ' :II . R-EI-_
need publc address / "
far remate reachability and DNS records *, Server-PT 5,,“,._,3;{1 - ;;T 172.16.32.0422 Event List Filters
How to o itis for your personal traning, . DNS ow.errodcom 7
e Iy P o N gkt = Visible Events: ICMP
172.16. 100.54/25 172,16.100. 128/27 |
T L Edit Filters Shew all
(= 2
Time: 01:41:26.556 | Power Cycle Devices LAY CONTROLS:  Back Auto Capture  Play  Capture / Forward | eventus | Simulation
- - Fire Last Status Source Destination Type Color Time (sec) Periedic N|
i ] - o - S (e = —r }J Scenano 0 - —
- o @M = " e T8 " T e @ ful PCL 198.160.131.1 1M |l 60.000 N 0
[ Routers 1841 | (26200 (262000 | 2ELL | (Generic| Geseric New i Delete
- = - That was our goal :-)
.—" + s : Toggle PDU List Window
d [ 1841 | - oo |
[E—

13. STP port roles selection

For port roles selection is important which switch is selected
as root bridge. That mean after root bridge selection process
(in fact during this process) are port roles determined. (we
will discus 802.1d STP, difference in 802.1w rapid STP will be
explicit marked in document).

In stable converged L2 topology with STP support are there
these types of ports:

1. Root ports — exist on non- root bridges and are switch
ports with best cost path to root bridge.

2. Designated ports — exist on root and non-root bridges.
For root bridge all ports are designated ports!!! (quick
examination but there can be confusion if root-bridge
role is distributed among VLANs or when there is default
VLAN root bridge selected with other mechanism as other
VLANs). Please keep in mind that on segment is allowed


https://www.cdesigner.eu/pkt_files/16_partialy_corrected_Wrong_default_route_propagation_in_ospf_environment.pkt
https://www.cdesigner.eu/2020/03/21/13-stp-port-roles-selection/

only one designated port!!!. Designate ports also as
root ports are capable populate mac-address-table (CAM
table of switch).

3. Non-designated ports — switchport that is blocked (in
802.1W rapid STP 1is wused term alternate ports 1in
discarding state).

4. Disabled port - is administratively down (has no
function or does not participate in STP).

STA (spanning tree algorithm) determines which port role 1is
assigned to each switchport:

= switch port with lowest overall path cost to root bridge
is root port

= in network topology all switches except root bridge have
a single root port

=if 2 ports have same port cost — switches uses
customizable port priority value or lowest port ID if
both port priority value are same (if cost is same — >

lowest port ID — > 1if equal port ID break the tie,

that mean Fa0/1 < Fa0/2 < Fa0/3 ... As example port fa0/0
default priority is 128.1 configurable priority.portID).
As configurable priority can be used number from 0 to
240 with increment 16, and lower priority 1s better/
preferred.

Example of port priority configuration:
S#configure terminal
S(configure)#interface fa0/1

S(decision-1if)#spanning-tree port-priority 112 (0 — 240
increment 16)

How is port role lowest made?

1. Switch with lowest bridge priority (if equal lowest MAC



address) 1is selected as root bridge.

2. Root bridge set all its port as designated (in stable
topology are in forwarding state).

3. Other, non-root bridge switches set one port with lowest
cost to root-bridge as root ports.

4. In shared segment are determined port roles way that set
one port as designated per shared segment and all other
set as non-designated (prevent L2 loops and broadcast
storm arisen). Keep in mind that lowest priority is
first, only if equal then port priority or portID is
used for tie breaking!!!

When we repeat basic theory, now we can prepare our PKT
simulation lab. Preconfigured scenario in Cisco Packet Tracer
5.2 or above can be obtained from here._

STP port roles
VTP-5 VTP-5 VTP domain: CCMA
fao/t VTR d: stpprotocol
— i passwaord: stpprotocl
Prio 4095 —— Prio 8192

2960§24TT fa0/2  2@60-24TT
B
Gi1/1 + 4

| /G2
| ,f
Gil/2
Gy1 L / i1/
| fanj1
- o ——— Pri 32 768
M 22 o0 0 Dl oes e . s s - -
VTP-C
VTPC 2060§24TT fadj2
fa0/20 fa0/1.10 10.1.0.1/24 VLAN 10 Staff
.50 10.5.0. 1/24 VLAN 50 Admin
o
10.1.0.0/24
first nine exduded e
PC-PT Server-PT Inter-VLAN
PCO www.stp.com, DNS
VLAM 10 VLAM 50

10.5.0.254/24

Scenario consist of 4 switches. Root bridge role is determined
by spanning-tree vlan 1, 10, 50 priority 4096 command for
switch A. For VLAN information consistency is used proprietary
VTP protocol with VTP domain: CCNA and password: stpprotocol.
For redundancy of server roles in VTP two switches A and B are
configured as VTP servers. Inter VLAN communication establish
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router on a stick Inter-VLAN.

Staff PCs are on VLAN 10 and office web and DNS server is on
VLAN 50 and use IP address 10.5.0.254/24,

Host Staff PCs obtain address automatically by DHCP that
exclude first nine IP address from address pool.

As it was mentioned earlier root bridge can be noticed by two
way from show spanning-tree command — explicit marking
themselves as root bridge: ,This bridge is root bridge“.
Second way how to examine root bridge from output of show
spanning-tree command is by fact that all port of root bride
are set as designated. Next picture show output from switch A



LE show spanning-tree
VLANOOOL

Obvious mistake in port role examination in PKT is omited existence of
Spanning trgefgpébled piqtbyel dsBsnake all clear for lerning set priority for all

oty BanfiEtied vLANY but also default VLAN 1 equal - only for learning - in real
hddreas DDFD1§DTS_C130 g =
environment Is fage dwegiw required and for security reason can be
is bridge Is 18 ro0T : 5
ML gisabledaltenmpvind eenater BURREE) pelay 15 sec
Bridge ID Priocrity 4097 (priority 4096 sys-id-ext 1)
2Address 000D_BD73_C1BO
Hello Time 2 sec Max Bge 20 sec Forward Delay 15 sec
Aging Time Z0
Interface Bole 5ts Cost Brioc_Nbr Type
Fal/s2 Desg FWD 1% 1z28.2 PZp
Fal/s1 Desg FWD 13 1ZA.1 BZp
Filsl Desg FWD 4 128.25 BZp
VLANOOL10
Spanning tree enabled protocol ieee
Boot ID Priority 4106
RBddress 000D_BD73_C1BO
This bridge is the root
Hello Time 2E sec Max Bge 20 sec Forward Delay 15 sec
Bridge ID Priority 410& (priority 409& sys-id-ext 10)
Address 000D _BD73_C1EO
Hello Time 2 sec Max Bge 20 sec Forward Delay 15 sec
2ging Time Z0
Interface BEole 5ta Cost Prioc.Nbr Type
FalO/2 Desg FWD 1% 1z28._2 EZp
Fal/s1 Desg FWD 1% 128.1 DZp
Gilsl Desg FWD 4 128.25 Bip
VLANOOS0
Spanning tree enabled protocol ieee
BEoot ID Priority 414&
Address 000D _BD73_C1BO
This bridge is the root
Hello Time 2 sec Max Bge 20 sec Forward Delay 15 sec
Bridge ID Priocrity 4146 (priority 4096 sys-id-ext 50)
Address 000D_BD79_C1BO
Hellog Time & sec Max Bge 20 sec Forward Delay 15 sec
Aging Time Z0
Interface Bole Sts Cost Prio.Nbr Type
Falsz 1z28.2 Bip
Fals1 1Z2A.1 Bip
Filsl 128.25 BIZp

Now we will take closer look on

port role

training environment

selection

in



STP port roles D -designated port role
R - root port

Root bridge by priority N- non-designated

VTP domain: CCNA

8192 VTP password: stpprotocol
Prio 4096 |

cost Gi -4

cost Gi-4+Fa-19 Same port cost to root B lowest portlD
4- 128 11 take precedence

Prio 32768 | | e
VTP-C
fa0/1.10 10.1.0.1/24 VLAN 10 Staff
.50 10.5.0.1/24 VLAN 50 Admin

ey 5
10.1.0.0/24

'd
first nine excluded &

PC-PT Server-PT Inter-VLAN
PCO www.stp.com, DNS
VLAM 10 VLAN 50

10.5.0.254/24

Process that lead to convergence in L2 topology 1is:

1. Root bridge was elected because their lowest spaning-
tree vlan 1, 10, 50 priority 4096

. Root bridge mark all its port as designated for all VLAN
for which is root bridge (for simplicity our lab set
root bridge role for all VLAN the same)

. Election of root ports on all non root bridge switches
select root ports. Root ports has lowest cost to rood
bridge and only one root port per switch is selected.
For switch marked with nr. 2 (green) is lowest cost port
Gil/1 because port cost is 4 (Gil/1l cost), Gil/2 has
cost (4+19 Fa of orange switch B). For orange switch
with nr. 3 is as root port selected port Gil/2 because
its cost to root bridge is 8 ( 4 Gi + 4second gigabit
link from green to red switch) that is lower than 19 and
19 (costs of fa@®/1 and fa®/2 ports). Blue switch with
nr. 4 has two equal path cost (blue arrow in picture).
If port cost are equal then port priority configured by



user or port ID (128.11 and 128.12 — only port ID are
different if configurable port priority is default 128
as 1in our case). Lower portID 11 (port 11 — 128.11)
determine role of root port. Now we know which ports are
designated on root bridge (all) and which are root ports
on all non- root bridge.

. Elect designated and non-designated ports per
segment. Each segment can have only one designated port,
other is non-designated (prevent L2 loop creation). Next
picture mark shared segment where must be selected
designated and non designated role. Keep in mind that
path from root ports with lowest cost to rood bridge
must be open. Now we must examine only segment that does
not participate in forwarding data from root ports to
root-bridge (are not best path to root bridge). Final
step that lead to converged L2 topology is on next
picture



STP port roles % paths from root ports

must relay traffic in
converged topology

VIP-s 1., VTP-5 VTP domain: CCNA
_ % Prio 8192 VTP password: stpprotocol
Prio 4096
2960524 TT 5 fal)2 0-247T ©
) / R B
e / cip shared segments that must determine only one
I designated ports and other must set as non-
I designated!!!
R
s + faniii R
_ - —— e e Prio 32 768
Prio 32 768 [ i e e e e e e - VTE-C 00E0Q.BOSB.7560
VTP-C 206002471 1alyZ 3 Tanjiz 29

0002.17B8.BE9D
fa0/1.10 10.1.0.1/24 VLAN 10 Staff

fan /2o fan/1s i
.50 10.5.0.1/24 VLAN 50 Admin

el I 5
10.1.0.0/24

first nine excluded ’ 1841
PC-PT Server-PT Inter-VLAN
FCO www.stp.com, DNS
VLAN 10 VLAN 50

10.5.0.254/24

1) 2) Because root bridge set its por as designated other ends of links must be set as non-designated if we will have only
one designated port per shared segment after root port selection process

3) Because cost to rootbridge from switch C is lower as from switch D (+19 added by outgoing port fa0/12) port fa0/2 will
remain open and fa0/12 will close

12. Examination of VTP modes

VTP as Vlan trunking protocol make management of VLAN database
across network simply but is proprietary. VTP allows configure
appropriate VLANs on one switch (VTP server) and then
propagate these VLANs to whole network (Other VTP server with
lover revision number or other VTP clients).

But be careful when adding preconfigured switch — higher
revision number take precedents and will populate
preconfigured VLANs to entire network. Possibly best thing
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that you can du is change VTP domain name to another and then
to expected because change in VTP domain name reset revision
number to zero. Higher revision number mean ,I have more
accurate information about what is in network expected to do“.

Benefits of use VTP are:

= consistency in VLAN across network
= dynamic trunk configuration when VLANs are introduced to
network

In VTP terminology we must concern with these terms

= VTP domain — one or more interconnecting switch same
VLAN configured. L3 devices dictate domain boundary.
= VTP advertisements — distribute and synchronize VLANs

VTP modes — defines interaction with spread
advertisements of VTP protocol across network
VTP pruning — restrict flooding traffic to switches

where are not appropriate VLANs. Help save available
bandwidth on network trunks.

VTP modes are:

1. VTP Server (default mode) — advertise VTP domain VLAN
information to other enabled SW in same VTP domain
(store VLAN info in NVRAM!!!). From server can be VLAN
created, renamed or deleted.

2. VTP client — only stores VLAN info. Is not default — vtp
mode client CLI command must be configured. can not any
way change configured VLANs as server mode can, but
accept server made changes (exception is higher revision
number that can harm whole network — please before
adding used switch to existing network reset revision
number!!!t),



3. VTP transparent — forward VTP advertisement but do not
participate on VTP.

Now we can take closer look at our training lab. Preconfigured
scenario can be obtained from here (PKT 5.2 or above).

VTP modes and YLAN synchronization through L2 domain

—
v

‘ Router-on_a_stick

{ 184
I|'|tEr—‘-.-fh!:awIj |
S \ [ )
F,C_F;T‘ fa0/10 VLAN 10, 20, 30 VLAN 40 VLAN 40 %, VLAN 10, 20, 30 r-
PCD AY fa0/10 PF‘,:(;ZT
192,168, 10,124 \ fan/2
) 192.168.10.2/24
VTP-server VTP-transparent VTP-transparent \"JTF‘-dIEH
b
[: l_ fal /15 - fanf1 fan 2 ‘ '
. "“ilrf"‘“"llrf'—
PC-PT - 2060f24TT 2960§24TT
o B
1 fal/s hnf51

192, 168.20.1/24
VTP domain: myLab

[: VTP password: CCHA
=, y
PC-PT :
pPC2 Laptop-FT Server-PT PCS
192.168.30. 124 Laptopd www.vitp.ciljak.com, DNS 192.168.30.2/24

192.168.40.1 192.165.40.2

All switches participate on same VTP domain with name: myLab
(please remember that names are case sensitive!!!). Switch S1
act as VTP server and can introduce and change VLAN to
network. S4 is client switch that will accept VLANs modified
by VTP server S1. Storage and administrative devices are
connected to two switches S2 and S3. These are VTP transparent
and contain only private VLAN 40 but trunk link between S1-S2-
S3-S4-Inter VLAN router must be allowed for all VLAN (is
default but show 1interface trunk and per trunk
configured switchport trunk allowed vlan nr.nr, .. can help
correct errors wen occur.).

Inter VLAN communication (reachability is enabled by router on
a stick Inter VLAN router. If some access are expected be
prohibited (access from clients to administrative VLAN with
other ports as 80 and 443or 53 then appropriate access list
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must be created and assigned on appropriate interface to take

effect.)

Now we can examine our topology:

1. Status of VTP enabled protocol on S1 is displayed after
typing command show vtp status under privileged exec
mode or after do under other config modes

)| Physical | config | cuI

105 Command Line Interface

CLI

Y =o.ov

105 Command Line Interface

- o T eTETETvTy
o up b ALINEPROTO-5-UPDOWN: Line protocol am F, o/za, atate i
to up
SLINE-5-CHANGED: Interface FastEthernet(/20, changed state to up
ALINE-E-CHANGED: Interface FastEthermet(/Z, changed state to up
ALINEDROTO-E-UBDOWN: Line p 1 on T FastE 20, azate
to up ALINEPROTO-5-UPDOWN: Line protocel om Interface FastEthernetD/Z, changed state ©
spreading VLANs among servers and clients 2 up . 1
Slsensble VTP Server = VTP Client
S4renable
VIFP Version : 2 must be same on all sw in domain S4#show vEp status
fonfiguration Beviaiem o c 4 VIP Version 5
MaxTmem VIAN= =upporced locally : 2BB Configuration Revision : 4
Wumber of sxisting VLANS : 9 Maximum VLANS supported locally : 255
VIP Operating Moda :_Servar Mumber of existing VLANa : 8
i Lopaanbiame L ogulab " a " o VIF Cpesating Mode : Cliens
VTP Pruning Mode L Disabted T e vl s B ety VIR gp:v:m';r. N:mg : myLab
VIP VZ Mode : Disabled VIP Pruning Mode : Disabled
VIP Traps Cenaratcion : Disablaed VIP V2 Moda : Disablad
MDE digest : Ox®d4 OxS€ OuBD 0x0B OxES OxiC OxEF OxFE 3 VTP Traps Generation : Disabled =
Configuration last modified by 0.0.0.0 at 3-1-33 00:25:54 DS digest : 0x34 DxB6 OxBD 0x05 0%55 0x1C DXFF UXFS 1
Local updater ID is 0.0.0.0 ino valid interface found) 3 "I Configuraticn last modified by 0.0.0.0 at 3-1-93 00:25:54 | 8
I 51z - 18] o

\

| Copy | Paste

ooy | [pame |

’

i 4
Physical | Config | cuI |

= | B

\

mode switches!!|

Messages pass through but non intaciirg

x4

-

&t

:| Physical [ Config . CLI

10S Command Line Interface

o up

o up

Sirenable
S2fshow vip status
VIP Version

Fumber of existing VLANs
VIP Cperating Mode

VIP Domain Name

VTP Pruning Mode

VIF VI Mode

VIP Traps Generation
MDE digest

St

: 2
Cnnrlﬂrar_.\an Revision ; 0
Maximm VLAMs supported locally

SLINEFROTO-5-UFDOWN: Line protocol on Interface Fastithernet0/I, changed state ©

ALINK-5-CHANGED: Interface FastEthernet0/5, changed state to up

SLINZPROTO-5-UPDOWN: Line protocol on Interface FastEthermat(/5, changed state ©

does not participate on VLAN changes - revision
- 288 number have been not altering

¥

: Transpazent

: mylab

: Disabled

: Disabled

: Disabled

: Omdl Ox08 Ox06 OxS8 OxDD OxEE OxET Ou&T

Configuration last modified by 0.0.0.0 at 3=1-33 D0:2E:84

m

105 Command Line Interface

o up

ALINEPROTO-E~UPDOWN: Line p 1l on I £ b ¢ E:

MD5 digest

s34

Configuration last modified by 0.0.0.0

SLINE-5-CHANGED: I £, Ethernet0/8, ch d state to up
SLIFEFROTO-5-UFDORN: Line pi on I face FastE 0/%,
o up

S3renable

S3#show vip status

VIP Version z

Configuration Revision 0

Haximum VLANs supported locally : 255

Humber of existing VLANa 3

VIF Operating Mode : Transparens

VIF Demain Neme : myLab

VIP Pruning Mode : Disabled

VIP Vi Mode : Dizablad

VIF Traps Generation : Disabled

: O0x23 0x30 OxC3 OxEL OxDA 0x22
at 3-1-93 00:26:06

0/1,

changed state ©

changed state ©

1k

0xCE& OxCH

2. VLANs spread from S1 to S4 does not alter config on S3
and S2 in transparent mode.

3. Examination of allowed VLANs on trunk 1link among
switches — show interface trunk



e |

WY physicai [ config | cui

Physical l Config | CLI |
105 Command Line Interface 105 Command Line Interface
20 VLANGOzZO active Ta0/15, Fa0/l€, Fa0s/17, Fa0/1s i 40 VLANOO4O active  FaO/5, FaO/6, Fal/7, Fa0/8
Fal0/18 Fa0/3
30 VLANGD3O active  Fa0/20, Fa0/21, Fa0/22, Fa0/23 il 1002 reai-serauic active
Falsis 1002 token-ring-default active
46 VLANGO40 active Fa0/8, Fab/€, Fad/?, Fabss 1004 fddinec-defauls active
Fa0/8 1005 trnet-defauls active |
1002 fddi-defauls active i |ss2snev ine crunk
1003 token-ring-default active oLt Mode Encapsulaticn Status Hative vlan |
1004 fddinet-default active a0/l on BO2.1q trunking 1
1008 trnet-default active /2 en B0Z.1q trunking 1
oL = EnCApSGIBTion  DCAtUS Tative vian |oni on of trunk Port Vians allowed on Trunk
Fa0/1 on 802.1q Trunking 1 Fa0s1 1-1005
Fad/2 1-1088
Port Vlans allowed on trunk
Fan/1 1-1008 Part Vians sllowed and sctive in management demain
1,10,20,30,40
Vians allowed and active in management domain or2 1,10,20,30,40
Fao/1 1,10,20,20,40 | enumeration of allowed VLANS propagated on trunk - default all
Pors Vlans in spanning tree forwarding state and not pruned
Port Vlans in spanning tree forwarding state and not pruned = Fag/1 1,10,20,30,40 E
Fad/1 1,10,20,30.40 Fal/2 1,10,20,30,40
Sl ol I I 248 hd
Copy || Paste ] | copy || Paste
& R
- 2 _——E — — — =il 3 =@ 2
Iphys»cal | Config | CLI Physical ] Conﬁg" L
105 Command Line Interface i
105 Command Line Interface
TROT Y |
40 VIAKDO4Q active iag:! Fa0/6, Fad/7, Fad/8 | 40 VLANOO40 active  FaQ/5, Fa0/6, Fad/7, Fa0/E i
a
1002 £ddi-defsult active P s e
1002 fddi— v
1003 token-ring-default active h 1003 token-ring-default perile iy
1004 fddinac-dafault active Sh0E ‘d.d‘;xe:-::lefau" < SR
1005 trnes-defaulc active f e R
. " ] ~defaul e
EOPAL i vraak S3fshow int trunk
Tt Hode Encapsulation Status Fative vian
a0/1 on B02.1q Trunking $ )
al/E on B0Z.1g trunking 1 T 802 1q
I -
e NN KEIYRIT vl TR Porc Vlans allowed on trumk
?z"f i izgz | BB 1-1008
s Fan/z 1-1008
. B, _ h
Fort Vlans allowed and active in management domain [ e i ke e i mamagem slomain
Fal/1 1.10,20, 30, 40 ——
Fan/z 1,10,20,30,40 f e o B
wiel s " . Fa0/2 1,10,20,30,40
T important for pass through communication 51-54 - Inter VLAN router 3 —_—
Fo w1 Fox ] = d Tuned
¥ :ci 1 ;J;l!;na;p::n.\ng TR, A R e I = Pore Vians in spanning tree forvarding state and not pruned
a0/ »10,20,30, = Fad/1 1,10,20,30,40 B
Eadf 2 1,10,20, 30,40 Faosz 1,10,20,30,40
s28 P 2

Because default are allowed all VLANs to propagate across
trunk, no additional commands are necessary — but keep in mind
that they must be allowed or somebody for security reasons can
enable only appropriate VLANs.

4. A bit confusing output from show running-config. You would
by surprised where are all VTP config commands and VLANs that
you created. But no worry, they are stored in vlan.dat 1in
router flash. Vtp config can be examined with earlier
mentioned commands. But next figure will explain something
that you can be interested in.



. | Physical | Config My VTP commands and VLAM are missing from running-config?

Where are they?
I0S Command Line Interface

TINE COIl o9 I
I

Fihe ey -5 in show running -config you cann not spot VTP

login configuration commands and commands creating
line wty 5 15 VLANS - VLANMS are stored in vlan.dat file on flas along
g firmware of switch
1
!
end

Slidir flash:

Directory of flash:/ % )
firmware - 105 file

1 -rw- 4414521 <no dater» cifel-lanbase-mz_1Z2Z2-Z5_FX{_bin
2 —rw- =13 =no dater» wlan.dat

; - W—— :
64016384 bytes total (59600667 bytes free) V1P SEFVErswitch store its VLAN configs
Slfcd flash: in vlan.dat - client only in running-config

T in RAM
% Invalid input detected at "~' marker.

S1§more flash-vlan.datr UNix like command integrated in IFS (integrated file system) of 105 E
S1% is in PKT environment not suppoted (simulated) - but on real -
device it will work

’ Copy ” Paste ]

&® 52 ——

| Physical | Config | CLI

I10S Command Line Interface

FOLL T ENCap=SUl=C IO acacds TMeECLve oLl
Faos1 on 802 _1g trunking 1 i
Fald/2 on B0Z.1g trunking 1
Bort Vlans allowed on trunk
Fal/s1 1-1005
Fal/sz 1-1005
Bort Vlans allowed and active in management domain
Fals1 1,10,20,30,40
Fal/s2 1,10,20,30,40
Bort Vlans in spanning tree forwarding state and not pruned
Fal/s1 1,10,20,30,40
Fal/s2 1,10,20,30,40
5%
S5Zgshow flash:
Directory of flash:/

1 -—-rw- 4414521 <no dater» cZ9%c0-lanbase-mz_12Z2-25_FX_bin

2 -—rw- =11 <no date¥» wlan.dat o

VLANS local to VTP transparent E

24014384 bytes total (59600887 bytes free) switch are stored in vlan.dat B
52 -




5. Example of real message exchange in training environment —
web access. When there are devices on different VLANs they
must communicate through L3 device (L3 traditional routing
scenario, Router on a stick or introducing SVI interfaces on
L3 capable switch). Now it is important feel all protocols
that support exchange of messages through our network — HTTP,
DNS, TCP, IP, 802.2 LLC, 802.3 Ethernet, ARP, routing
protocols if needed, VTP, STP, CDP (on cisco network but all
managed network use something), SNMP for management and many
many others. That all lies beneath network exchange of our
communication (ICQ, e-mail, facebook, youtube, skype, VoIP ..).

* PC3

I Physical | Config | Desktop | Software/Services

|@Web Browser

> | URL fhetp:/fsven, vip, aliak, com
Cisco Packet Tracer

WLAN trunking protocol modes examinationdy Cliak 2132011
Cquick Links:

(But please keep In mind that there are many other
protocols that support communication, ARP,

encapsulation and decapsulation data, STP, VTP, COP
if enabled, 1P, TCP, 802.2, 802.3 ...) I

New Cluster Ttject Set Tiled Background

Evant List

Vis.

Time (sec) Last Device At Device

o.o00

PC3

0.001 PC3 s4a I8 =

0.002 54 Inter-yLAN

0.003 Inter-yLAN 54

0.004 54 53 f

"  0.00% 53 www.vip.ciljak.com, DN -

Resat Simulation| [F] Constant Delay Capturing... *

Flay Controls

Back | [Aute Copture { Play] |Capture / Farward|

Event List Filters

ACL Filter, ARF, BGP, CDF, DHCF, DNS, DTFR,
EIGRF, FTF, H.323, HTTF, HTTPS, ICMF,
ICMPvE, IPSec, [SAKME, LACF, NTR, OSPF,

www.vip.ciljak.com, DNS

192.158.490.2 ik

Visible Events: o, o6 poP3, RADIUS, RIP, ATR, SCCF, SMTR,
SNMP, S5H, TP, SYSLOG, TACACS, TCR,
TFTFR, Telnet, UDR, VTP

Edit Filters Show all

11. Examination of traditonal


https://www.cdesigner.eu/2020/03/21/11-examination-of-traditonal-inter-vlan-routing-with-dedicated-routers/

inter VLAN routing with
dedicated routers

Our training lab will focus on ,academic” traditional inter
VLAN communication. This routed connection uses two separate
dedicated routers that are connected through two point fast
ethernet speed connection (link). Our goal will be to
understand how will data packet travel from one VLAN (red) to
second VLAN (Green) using blue routed segment.

Network topology looks like this

Academic solution inter VLANM routing for eductional purposes

Routing RIPv2

gy 200 f0/0
l -f,“if__ih.l 'f,‘i
1 o1dey 12 192.168.30.12/30 ‘1% 141 .1
192.168.10.1 ~OHFErD Roferl  192,158.20.1
fa0/1 fad/1

Switechport YLAM assignment:

- all part are access port!!!

WLAN 10 - 51 - fa0/1, fa0/10, fa0/11
52 - fa0/10, fa0/11

VLAM 20 -51 - fad/15, fadfia
52 - fa0/1, fa0/15, fa0/16

———— Inter VLAN traditional

—=—— \LAN 20

——— VNLAN 10

192.168.10.10/24  192,168.20.10/24 192,168.20.254/24 192, 168, 10,254/24

Please - feel free to try preconfigured scenarios 0, 1, 2 and 3 to send packet between endpoints in topology.
What pathway is shortest and where is delivery worse? To use it, toogle in Simulation,

Preconfigured scenario can be obtained from here (PKT 5.2 or
above).

This scenario is bundled with 4 Scenarios that can be selected
from scenario drop box in bottom part of Cisco Packet tracer


https://www.cdesigner.eu/2020/03/21/11-examination-of-traditonal-inter-vlan-routing-with-dedicated-routers/
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(picture).

For best PDU tracking go to simulation mode where
you can look for events created during PDU traversing from

source to its destination.

i)

MNew Cluster Mowe Object Set Tiled Background Viewport
- %]
Scenario 3 Description: @ | Event List Ly
B 2 e e Viz. Time (sec) Last Device At Device Type I
= oy 0.000 www.ciljak.com ICMP
VLAN assignment:
access port!!! %
1- fa0f1, fa0/10, fanj11 : o
12 - fa0j10, fa0f11 simple PDU ICMP ping | |
1-fa0f15, fa0/15 between selected devices '
12 - fa0j1, fa0f15, fa0/15 \ o ﬁ
. ' 1 | 3
= Inter VLAN traditional y
: z Captured to: 4 -
w Reset Simulation Constant Delay 0.000 =
next simulation
= Flay Controls 4}( 5"'E|.;" ,E
[ Back l [Autu Capture / F’Ia\r] [Capture ! FEI-['W’Erd] T
ay. \ S L onfigurable
: ST automatic play selecte
i . o DU type for
scenario selection box B SekEikas PDU events sophisticatad
Vizible BEvents: ICMP analyse
1) Edit Filters Show Al ]
! 3, R
elect only important PDU type- look at @ =
all options available ;f
apture / Forward t‘ Ewvent List Simulation
.r||:r 3 Fire Last Status Source Destination Type Color Time (sec) Periodic
@ In Progress  www.ciljak.comVLAN 20 icve 0.000 M

Scenario 1

Scenario 2
Togg Scenario 3

Scenario selection box is marked as nr.
of fire button that can optionally start PDU delivery from
source to destination. Type mean PDU protocol and selectable
color is color of PDU. Optionally can be altered PDU filter
(default in this scenario will intercept only ICMP — ping PDU

from

to

2)

.{l

1. Right pane consist



— ARP, RIP, STP, CDP .. PDUs are hidden).

Now is all prepared for PDU delivery examination — open our
scenario in PKT 5.2 or above and select scenario:

1) Scenario 0 — intra VLAN — from host 192.168.10.10 to DNS
server 192.168.10.254 on same VLAN

h= "2 E"I mipin Pl H

VLAN 10 to VLAN 10 - no

al [Root] New Cluster  Move Object Set Tiled Background Viewpart
) ~ EE
“ﬂ\b 2 Academic solution inter YLAN routing for eductional purposes Scenario 0 I ¥ Scenario 0 Description: | &8 ] Event List it

Vis. Time (sec) Last Device At Device T Infa
router needed {gee) yre

= 0.000 = wanio  1cve [l

~ 0.006 s van o 1cve [l

4 i rvemLm - " 0.007 VAN 10 swicho  1cve [

192 168.10,1 Roifpro Pl 133, 163.30.1 3 0.008 Switchn swichi  1cve [l
A 0.009 Switchl  DNS N |

Switechport VLAN assignment:

-l port are access port )

VLAN 10 - 51 - fa0/1, fa0/10, fa0f11
52 - fa0/10, fa0f11

VLAN 20 -51 - falyf15, fa0/16
52 -faD/1, fa/1s, fal/16

E

x

Q

5

a=——=  Inter YLAN iradibonal E‘
=

B Captured to: o
i [nuat Smu.llahnr}] [#] Constant Delay Pl
=—— WANI Play Controls
192,168.10.254/24 [ Back | [auto capture/ play| Capture / Forward]
i_i
Please - feel free to try y 1, 2and 3to dpaints i topoiogy.
‘iwhat patiway is shortest and where i delivery worse? To use it, toogle in Simulation. Ewvent List Filters

4 scenarios for Visible Events: 1CMP

examination

[ Edit Filters ] [ Show All -
m ¥ f':|
Time: 01:30:34.060 | Power Cycle Devices  PLAY CONTROLS:  Back Auto Capture / Play  Capture / Forward | eveniust | Simulation
(1) scenario NG ~ Fire Last Status Source Destination  Type Color Time (sec) Periodic  Mum

LT LLLLT o
E-' — s - |’ (Select a Device to Drag and Drop to the Workspace) : [@ ‘ i | 3
2) Scenario 1 - inter VLAN — from host 192.168.10.10
to www.ciljak.com server with 192.168.20.254 on different

VLAN

@ InProgress VLAN 10 DNS icve [l 0.000 N o




Academic solution inter VLAN routing for eductional purposes Scenario 1 B Scenario 1 Description: @ |
From Vlan 10 on 51 to VLAN
o2 o oC
- fal,0 fa0/o :
I“?:_. - www.ciljak.com on VLANM
20
SEET. 51 i : :
192.168.10f1 RO
0f1
Switechport YLAM assignment:
- all port are access port! 1!
P e e ey VLAN 10 - 51 - fa0/1, fa0/10, fa0/11
52 -fal0f10, fadf11
2960-MTT

fal/16 - VLAN 20 VLAN 20 - 51 - fa0f15, fad/f16

30/10 GhitchD £2015 52 - fa0f1, fa0/f15, fa0f16

fa0/15

———=- Inter YLAN traditional

& ———= YLAMN 20
PC-PT i
WLAN 10 e gerver-PT; ———— VAN10
wwity. ciljak.£om DNS

192.168.10.10/24  192,168.20,10/24 192.168.20. 25424 192.168.10.254/24

Please - feel free to try preconfigured scenarios 0, 1, 2 and 3 to send packet between endpoints in topology.
What pathway is shortest and where is delivery worse? To use it, toogle in Simulation.

3) Scenario 2 — inter VLAN — from DNS server 192.168.10.254 to
host 192.168.20.10 on different VLAN

Academic solution inter VLAN routing for eductional purposes Scenario 2 | (W Scenario 2 Description: @ ‘

wrongst way everlll | FTOM VLAN 10 DNS -S2 - 51
Routing RIPV2 ~R1 -2 - 52 - SE-PC
VLAN 20

92,168.20.1

Switechport VLAMN assignment:

- all port are access part!!!

VLAM 10 - 51 - fal/1, fa0f10, fadf11
52 - faD/10, fa0/11

VLAM 20 -51 - falf15, fadf16
52 - fab/1, fa0/15, fa0/16

———— Inter VLAN traditional

-—=——= \LAN 20

erver-F

g =————= VLAMN 10
wwh.cilja

om

192.168.10.10/24  192,168.20.10/24 192.168.20. 25424 192.168.10.254/24

Please - feel free to try preconfigured scenarios 0, 1, 2 and 3 to send packet between endpoints in topology.
What pathway is shortest and where is delivery worse? To use it, toogle in Simulation.

4) Scenario 3 — intra VLAN — from



server www.ciljak.com 192.168.20.254 to host 192.168.20.10 on
same VLAN

Academic solution inter VLAN routing for eductional purposes Scenario 3

. Scenario 3 Description: =] |
VLAN 20 to VLAN 20

Routing RIPv2

192.168.10.1 1 192.168.20.1

Switechport VLAN assignment:

- all port are access porti!!

VLAN 10 - 51 - fa0/1, fa0f10, fa0/11
52 - fal/10, fadf11

VLAM 20 -51 - fa0/f15, fa0/16
52 - fa0/1, fa0/15, fa0f1s

———= Inter VLAN traditional

=————= \LAN 20

————= VWLAN1D

192.168.10.10/24  192,168.20.10/24 192,168, 20, 254/24 192,168, 10,254/24

Please - feel free to try preconfigured scenarios 0, 1, 2 and 3 to send packet between endpeints in topology.
What pathway is shortest and where is delivery worse? To use it, toogle in Simulation.

Conclusion: Different path for inter VLAN routed PDU is one of
many great weakness. Price of dedicated server and time for
cabling that can lead to network failures 1is another great
weakness. Better solution is introduction of L3 capable switch
or cheaper but not so strong (sharing trunk that mean
potentially bottleneck in network) is well know router on a
stick solution.

You are strongly encouraged exchange access link between two
switches with one trunk link with ether channel.



http://www.ciljak.com/

10. Rootbridge election
process 1n STP enabled
environment

In redundant L2 topology STP ensures loop free path for
frames traveling among endpoints blocking redundant paths that
cause a loop.

STP — spanning tree protocol uses STA (spanning tree
algorithm). STA designates a single switch as root bridge and
uses it as reference for all calculations. Switch with lowest
bridge ID (BID) becomes root bridge. After root bridge 1is
determined — STA calculates shortest path to root bridge. Each
switch use STA determine which ports block. Until STA on all
switches 1is calculated — all traffic on broadcast domain 1is
blocked. Port costs and path to rood bridge are considered
when determining which path to leave unblocked.

This article will focus on root bridge election in STP enabled
network.

When root bride are elected this mechanism will be used:

1) lover priority — configured by spaning-tree vlan nr,nr, ..
priority nr (1 to 65 536 with increment 4096, default 32 768)
is Dbetter

2) if priorities are equal (default 32 768) then lower MAC
address is preferred by STA.

Our lab will use these 2 mechanism for root bridge election:


https://www.cdesigner.eu/2020/03/21/10-rootbridge-election-process-in-stp-enabled-environment/
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Root bridge election and port roles in spanning tree (ieee or 802, 1D)

Election based on MAC Election based on priarity

32 768+1 32 768+1 32768 +1 32768 +1
0002, 4ADA. 640E 000A.4115.E600 0001.633A. 7978 0001,63E3.9128

fanf2 falf2 fan/2 falf2

RootE by MAC ﬁ——__ e
2960p2 Giof1 Op24TT
/ G0l 5 2950 GO/t gy 28E0p24TT
T o

fab/1 | \\ pl | fal/1 / fa0/1
X N
P I X I
. N\ G0/t | f N
Gi0/1 N |
fal/1
? A \ ¥ o fa0/1 f / Goji ot N 1 P
———— Root Ao
2960-24TT 2960-24TT iy .
- - 2960-24TT fadf2  fa0/2 2960-24TT
I3 fanf2 fan/z2 o4 == / Ii =4
32 768+1 32 768+1
0060.7017.8525 0090.0C15.6D34 0001, 64EE., 730C 0001.64A0.6300
4096 + 1 32768 + 1

For configuration root bridge priority in 802.1D(W) on STP
capable switches can be used CLI command:

sw(config)#spanning-tree vlan number priority Priority number
example spanning-tree vlan 1,99,150 priority 4096

or

sw(config)# spanning-tree vlan nr root primary

sw(config)# spanning-tree vlan nr root secondary

One of the most important thing is determine which switch is
elected as root bridge using CLI commands. You can use show
spanning-tree entered at privileged exec prompt as show next
picture



Physical | Config = CUI

10S Command Line Interface

S-l>enable
S-1l¢show spann

S-1l#show spanning-tree |
VLANOOOL

Spanning tree enabled protocol isse 802.1D is in use
Boot ID Priority 4087

Address 0001.64EE.730C

Cost 18

Port 1(FascEchernet0/1)

Hello Time 2 sec Max Age Z0 sec Forward Delay 15 sec

Bridge ID Priority 32769 (prioricty 3276E sya-id-ext 1)
this sw §-1 Address 0001.6334.7578
Hello Time 2 sec Max Age I0 sec Forward Delay 15 sec

Aging Time 20

Interface Role Sts Cost Pric.Nbr Type

Fan/1 Seot FWD 19 128.1 p2p  is not a root bridge because
Fal/ Altn BLE 1% 128.2 B2p  not all ports are in

Gil/1l Desg FWD 4 12B.25 Pip forwarding state

5-1%

N

|8

5-3#show spanning-tree |
VLANOOOL
Spanning tree enabled protocol isee
Reot ID Brioricy 4057 not default
Rddress 0001.64EE_T730C

This bridge is the zoot declare themselves as rootbridge

Hello Time 2 sec Max Age 20 sec Forward Delay 16 sec

Bridge ID Priozity 4097 (priority 4096 sys-id-ext 1) priority + VLAN_ID
Rddzess 0001.642E.730C
Helln Time 2 sec Max Rge 20 sec Forward Delay 15 sec

Bging Time 20

Interface Role Sta Cost Prio._Nbr Typ.
Fa0/1 pEsg FWD 13, 1z8.1  Pp i
Fa0/2 Dasg FWD 189 | 128.2 F2p =
ei1/1 l\')esg D 4/ 128.25 P2p L4
“e____~" port roles are designated and they are in forwarding -
state

Il

>  Print ¥ E-mail

New Cluster

Bum * Open *

Maove Object Set Tiled Background

=@ = T

Viewport |

Election based on priority
32768 + 1 2741
0001,5334.7978 0001,63E3.9128
fa0/2 f0/2
29500287 GO/1 gy 24TT
fa0/1 *W\ /7 fa0f1
| \\ /, |
D
7’
A R
ROt P o con  aon S T RO
Root :
by Priority I

2960-24TT fadf2
5-3

0001.54EE. 730C
4096 + 1

faDf2 2960-24TT

S-4

000 1.64A0.6300

32768 +1

!
B

Realtime |

| copy ][ paste |

Q Scenario 0

F4 Edit

Fire Last Status

F5 Copy

Source Destinatior

What important thing show to us output from commands executed

on two different switches?

1) Root bridge mark themselves as root bridge (this bridge is

)

2) ALl root bridge ports are in designated role and are in

forwarding state

3)
because ieee is in output

4) Priority 4096 was important for root bridge selection

802.1D implementation of STP is in use

(not rapid-PVST)

(1f

equal then lover MAC break the tie and S-1 going to be root

bridge

Our preconfigured training topology can be obtained from here

(PKT 5.2 or above required).
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Prerequisites for our
simulations

What we will need for our next simulation articles is Cisco
Packet tracer. Most preferred way is obtain it from official
site

http://www.cisco.com/web/learning/netacad/
course catalog/PacketTracer.html

but you need:
To Download Packet Tracer:

»Log in to Academy Connection (you must be a registered
Networking Academy student, alumni, instructor, or
administrator)

= After logging into Academy Connection, select the Packet
Tracer graphic to download.

Or you can use another method for obtaining it, at your mind
must be that it will be version 5.2 or above.

Closer look at GUI of our simulation application:
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= Cisco Packet Tra

File Edit Options WView Tools Extensions Help

B = 2 [E s A0S0 e

( LGgICﬂI [Root] Mew Cluster Move Object Set Tiled Background Viewport
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Next published articles focus on SOHO environment simulations
or case study of some network configurations (single area
ospf, wrong default route, AD route preference, STP, rapid STP
)

But there were presented only final topology with device
configurations, closer description is for you. Please take my
lab series only as a announcement of problems for solving and
as a optional learning opportunity not as a substitution of
labs spreaded with academy. All content is providet as 1is
without any warranty to obtain you CCNA or CCNA Voice
certification. There are many skills that must be gained.




9. Small office configuration
scenario with VLAN and
internet access nr. 3

New network scenario consist of one branch router with default
routing to ISP. WAN internet access use PPP serial link with
old PAP authentication. Office hosts are separated in 3 VLAN.
Vlan 1 remain default, VLAN 2 is staff and for guests is
reserved guest VLAN 3. Administrator use Admin Laptop for
direct console CLI access. Switched network remain very
simple, there is only one switch extended with old hub HubO
(clients C and D share same subnet but also same collision
domain).

»Serial link with PPPencapsulation and PAP
authentication:
On Office router:
username ISP password 0 cisco

interface Serial0/0/0
ip address 209.165.200.225 255.255.255.252
encapsulation ppp
ppp authentication pap
ppp pap sent-username Office password 0
cisco
On ISP router:

username Office password 0 cisco

interface Serial0/0/0

ip address 209.165.200.226 255.255.255.252
encapsulation ppp

ppp authentication pap

ppp pap sent-username ISP password O cisco
clock rate 64000

 loop back interface on ISP router for testing remote


https://www.cdesigner.eu/2020/03/21/9-small-office-configuration-scenario-with-vlan-and-internet-access-nr-3/
https://www.cdesigner.eu/2020/03/21/9-small-office-configuration-scenario-with-vlan-and-internet-access-nr-3/
https://www.cdesigner.eu/2020/03/21/9-small-office-configuration-scenario-with-vlan-and-internet-access-nr-3/

connectivity
interface Loopback0
ip address 198.160.131.1 255.255.255.0

»static route in ISP pointing to Office inside global
(public) address
ip route 209.165.201.0 255.255.255.224 Serial0/0/0

» default routing to ISP
ip route 0.0.0.0 0.0.0.0 Serial@/0/0

» static NAT and NAT with interface serial 0/0/0 overload
PAT for local hosts internet connectivity
ip nat inside source list NAT interface Serial0/0/0
overload
ip nat 1inside source static 10.0.4.254
209.165.201.1
ip access-list standard NAT
permit 10.0.0.0 0.0.255.255

* DHCP address assignment for all VLAN clients
ip dhcp excluded-address 10.0.1.1 10.0.1.9
ip dhcp excluded-address 10.0.2.1 10.0.2.9
ip dhcp excluded-address 10.0.3.1 10.0.3.9
|
ip dhcp pool VLAN1
network 10.0.1.0 255.255.255.0
default-router 10.0.1.1
dns-server 10.0.4.254
ip dhcp pool VLANZ2
network 10.0.2.0 255.255.255.0
default-router 10.0.2.1
dns-server 10.0.4.254
ip dhcp pool VLAN3
network 10.0.3.0 255.255.255.0
default-router 10.0.3.1
dns-server 10.0.4.254



= inter VLAN routing with router-on-a-stick

interface FastEthernet0/0

no ip address

duplex auto

speed auto

|

interface FastEthernet0/0.1
encapsulation dotlQ 1 native

ip address 10.0.1.1 255.255.255.0
ip nat inside

|
interface FastEthernet0/0.2
encapsulation dotlQ 2
ip address 10.0.2.1 255.255.255.0
ip nat 1inside

|
interface FastEthernet0/0.3
encapsulation dotlQ 3
ip address 10.0.3.1 255.255.255.0
ip nat inside

Preconfigured scenario you can download from here (PKT 5.2 and
above). Network topology show next picture


https://www.cdesigner.eu/pkt_files/11_Vlan_with_network_access_3.pkt
https://www.cdesigner.eu/pkt_files/11_Vlan_with_network_access_3.pkt

Samll business office with vlan and internet access =

lod 198.160.131.1/24

10.0,1.0/24

10.0.2.0/24
PPP with PAP DHCP

pass: dsco
209,165, 200.224/30

PAT for S0/0/0 -
with static NAT ™
for inside server fﬁ[:f:"' ima1
Office
'/f
Laptop-FT
Server-FT .
DNS, www.office.com Admin é?_'.[[:]éi[]fzf}
10.0,4,254/24 faf0.1 default 10.0.1.1/24
209,165,201, 127 2staff  10.0.2.1/24
Jguest  10.0.3.1/24
In DHCFP pools for YLAN 1, 2, 3 have been exduded first nine address fa0/1 mgllnldﬁ 124 /

Interesting part of this scenario is shared network segment
using hub for extension switched LAN. Our interests 1s 1in
switching table of Switch®. We can ask: how will be mac-
address-table finally populated? At first we must ping devices
on network that will populate switching (mac.address-
table).Example of ping from Office router to all network

device:



1I0S Command Line Interface

Officegshow terminal history

% Invalid input detected at """ marker.

Officefshow ter
Officefshow terminal ?
Bl -l
Dfficefshow hi
Dfficegshow ping clients on

Iy network (population

B mac-address-table on

ping
ping switche)
ping

ping

i
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mac-address-takble
terminal history =
history

Officed -

’ Copy ” Paste ]

Our Switch® mac-address-table look like this
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I0S Command Line Interface

Sending 5,

Switchishow mac
Switchishow mac—address-table

=17 LUl 10 U 2 11

Type escape seguence to abort.
100-byte ICHMP Echos to 10.0.2.11,

Success rate is 0 percent (0/5)

Mac 2ddress Takle

Vlan Mac Rddress Type Borts
Pt s I
1 0040.0bd5. 7203 DYNRZMIC F=0/11
| 1 0040.b284.de0l DYNAMIC (Fan/ 1)
2 0010.111b.Z2&70 DYNEMIC F=0/20
2 0060 2eel. 044 DYNREMIC Fa0,/20
2 00d0.baB84.dc0l DYNAMIC (Fa0/1™
3 0030.234e.34b5 DYNZMIC Fal/16
3 0050.0=50. 8657 DYNAMIC Fa0/15
3 0040 _ba84 _deol DYNAMIC
Switché|

timeout is 2 seconds:

two PC connected on same switch
port - shared network segment
with switch or hub (refer duplex or
CDP commands output)

| -

Two or more PC assigned to one switch port in address table
is example of shared network segment
But we can not examine from this
(you must use CDP show cdp

(switching table)
connected on port fa0/20.
that this is next switch or hub
neighbors or show interface fa0/20 that is in full or half

duplex mode).

Switch port assignment to appropriate VLAN examine show vlan

fa0/1 trunk link belong to all VLAN and connect switch
to router on stick

brief command issued on switch®

’ Copy H Paste ]
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I0S Command Line Interface

Switchi

L LR L L e N e - Taus L
z 0010.111b.2&70 DYNAMIC Fals20 i
Z 00&0.3eeld. 044 DYNAMIC Fals20
zZ 0040 _.baB4 _dell DYNAMIC FaOs1
3 0030.a34e._34b5 DYNAMIC Falsle L
3 0030 0c50_6657 DYNAMIC Fa0/15 VLAN port assignment
3 0040 _.bag4.dc0l DYNAMIC FaOs1
Switchishow wlan br
VLAN Hame Status Borts
1 default active Fals2, Falf3, Falsf4, Fal/ss
Fa0Os&, FalOf7, Fads8, Fal/%9
Fa0s10, Fal/s11, Fal/f1Z, Fa0/13
Fal/s14, Gigl/l, Gigl/:Z
gues 2CTlve a2 5, Fa o, ka , Ba
| Fa0/7189
1002 fddi-default active
1003 token-ring-default active 1
1004 fddinet-default active E
1005 trmet—-default active

Switch port fa0/1 is excluded from list because is trunk port
connecting switch and Office router in router-on-a-stick inter
vlan. For port fa0/1 state examination we can use show
interface fa0/1 switch port CLI command
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Switch#ghgl inkeriacs a0/l SWitchRot

Name: Fal/1

Switchport: Enabled

bdministrative Mode: trunk

Operational Mode: trunk

ddministrative Trunking Encapsulation: dotlg
Cperational Trunking Encapsulation: dotlg qptiqnal
Negotiation of Trunking: On
hococess Mode VLAN: 1 (default)
Trunking Native Mode VLAN: 1 (default) or dotlq
Voice VLAN: none

dministrative private—-wlan host-association: none

ddministrative private—-wvlan mapping: none
ddministrative private—-wlan trunk native VLAN: none
bdministrative private—-wvlan trunk encapsulation: dotlg
bdministrative private—-wvlan trunk normal VLANs: none
bdministrative private-wvlan trunk private VLAN3: none
Operational private—-wvlan: none

Trunking VILANs Enabled: ALL

Pruning VLA&WNs Enabkled: Z-1001

Capture Mode Disabled

Capture VLANs &llowed: ALL

Protected: false

bppliance trust: none

Switch§

switchport trunk encpasulation ISL

Native (default) VLAN is 1 that is default switch
configuration and trunk encapsulation is dotlqg.

Same command issued on access port fa0/20 result in

out of box

output:
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Switchishow interface fal/20 switchport

Name: Fal/20
Switchport: Enabled

Administrative Mode: dynamic auto
Operational Mode: static access

Administrative Trunking Encapsulation: dotlg
Operational Trunking Encapsulation: native
Negotiation of Trunking: On

Bcocess Mode VIAN: 2 (staff)

Trunking MNative Mode VLAN: 1 (default)

Voice VLAN: none

Administrative private-vlan host—association: none
Bdministrative private-wvlan mapping: none
Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk private VLANs: none
Operational private-vlan: none

Trunking VLAN3 Enabled: ALL

Pruning VLANs Enabkled: 2-1001

Capture Mode Disabled

Capture VLANs Allowed: ALL

Protected: false

AZppliance trust: none
Switchg

Port is bounded with VLAN 2 as you can see on topology diagram
and from show vlan brief CLI command output.

Please remember that there is also one show command for trunk
ports examination — it is show interface trunk
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bdministrative private-wvlan mapping: none

bdministrative private—-wvlan trunk native VLAN: none
bdministrative priwvate—-vlan trunk encapsulation: dotlg
ddministrative private—-wvlan trunk normal VLANs: none
dministrative private—-wvlan trunk private VLANs: none
Operational private-—-wvlan: none

Trunking VLANs Enabkled: ALL

Pruning VLA&Ns Enabkled: Z-1001

Capture Mode Disabled

Capture VLLNs Bllowed: ALL

Protected: false

ppliance trust: none

Switch#show interface trunk

Port Mode Encapsulation Status Natiwve
Fal/1 on B0Z_.1g trunking 1
e = =
Port Vlans allowed om trunk

Fal/s1 1-1005

Port Vlans allowed and active in management domain

Fal/s1 B 2.3

Port Vlans in spanning tree forwarding state and not pruned
Fal/s1 1,2,.3

Switch§




