8. Small office configuration
scenario with VLAN and
internet access nr. 2

Small office network in our scenario separate hosts on 3 VLAN
(1, 2 and 3). Because one part of network is really old we can
here found shared segment with old L1 hub. Redundant link in
switched topology introduced between S2 and S3 must be
monitored with STP.

Scenario consist of:

= PPP link with CHAP authentication between Office and ISP
router

Office part of config:

username ISP password 0 ciscochap
interface Serial0/0/0

ip address 198.160.131.13 255.255.255.252
encapsulation ppp

ppp authentication chap

ISP part of config:
username Office password O ciscochap

interface Serial0/0/0

ip address 198.160.131.14 255.255.255.252
encapsulation ppp

ppp authentication chap

clock rate 2000000

« NAT with PAT on S50/0/0 for inside hosts internet access
ip access-list standard NAT
permit 192.168.1.0 0.0.0.255
ip nat inside source list NAT interface Serial0/0/0
overload
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» static NAT for local server
ip nat inside source static 192.168.1.130 200.0.0.1
= DHCP for appropriate LAN clients
DHCP excluded address
192.168.1.1, .129, .130, .193,

ip dhcp excluded-address 192.168.1.1

ip dhcp excluded-address 192.168.1.129
ip dhcp excluded-address 192.168.1.130
ip dhcp excluded-address 192.168.1.193
ip dhcp excluded-address 192.168.1.131
ip dhcp excluded-address 192.168.1.132
ip dhcp excluded-address 192.168.1.133

|
ip dhcp pool VLAN3

network 192.168.1.128 255.255.255.192
default-router 192.168.1.129
dns-server 192.168.1.130
ip dhcp pool VLAN2

network 192.168.1.0 255.255.255.128
default-router 192.168.1.1

dns-server 192.168.1.130
ip dhcp pool VLAN1

network 192.168.1.192 255.255.255.224
default-router 192.168.1.193
dns-server 192.168.1.130

= router on a stick inter VLAN communication on Office

router
interface FastEthernet0/0

no ip address

duplex auto

speed auto

|
interface FastEthernet0/0.1

encapsulation dotlQ 1

ip address 192.168.1.193 255.255.255.224
ip nat inside



|
interface FastEthernet0/0.2
encapsulation dotlQ 2
ip address 192.168.1.1 255.255.255.128
ip nat inside
|
interface FastEthernet0/0.3
encapsulation dotlQ 3 native
ip address 192.168.1.129 255.255.255.192

ip nat inside

» S3 rootBridge selection for STP
spanning-tree vlan 1-3 priority 4096

VTP configuration with S1 acting as VTP Server
propagating VLAN configuration to entire network
VTP domain: office

VTP pass: ciscol23
VTP-server — S1, VTP-Client S2, S3

» subnetting with VLSM
192.168.1.129/26 VLAN 3 Admin&Native

192.168.1.1/25 VLAN 2 Staff
192.168.1.193/27 VLAN 1 Guest — default cant be
renamed

Preconfigured scenario can be obtained from here (PKT 5.2 or
above you need). Topology diagram for scenario is


https://www.cdesigner.eu/pkt_files/11_Vlan_with_network_access_2.pkt
https://www.cdesigner.eu/pkt_files/11_Vlan_with_network_access_2.pkt

Small business office with vlan and internet access 2 - shared segment using old L1 hub

ppp with chap & -
pass: dscochap 504040 0 - .
IF?’,‘—SE’E{D N . e PC-PT
- —
—1—4-1 e : 5.0.0,4/30 ISP-Manager
198.160.131.12f30 . 1841
I15P

fa0/0.3 192. 168.1.129/26 VLAN 3 Admin&Native

192.168.1.128/26

131 faofi .2192.168.1.1/25  VLAN 2 Staff
fadf10 ' fan/ii .1192.168.1.193/27 VLAN 1 Guest - default cant be renamed
- .y- '
! 2260-257T
in: P fa/3 fa0f2 J
VTP domain: office _ ! Pt SereEreT 192,168,113

VTP pass: dsco123 S ovp-s M\

ciljak.com static NAT 200.0.0.1/29

faﬂfy
fan/20 132 fan/2 fa0/2 :
L._.#'_ ______ _.d._.J l
CrtH -PC_F;T’ 2060-2%5T fa0/s fa0j6 ?60-2417 RootB - 40964l - PC_P{T'
- Sz 0N\
B VLAN 2 VP-c N\ /e 1521881025 PCD

DHCP exduded address

192.168.1.1, .129, .130, .193, Port membership

faofi -fa0fs trunk native default 3
fa0fc -falfa WVLAN1
fa0/10 - fa0f19 VLAM3
fa0/20 - fadf24 VLANZ

Hub0
192.168.1.152/27

7. Small office configuration
scenario with VLAN and
internet access nr. 1

This scenario focus on:

= host separation on appropriate VLAN
fa0/1.3 192.168.3.1/24 vlan 3 Students
.6 192.168.6.1/24 vlan 6 Staff
.9 192.168.9.1/24 vlian 9 Farm
.12 192.168.12.1/24 vlan 12 Admin&Native
= inter VLAN communication with router on a stick scenario
interface FastEthernet0/1
no ip address
duplex auto
speed auto
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interface FastEthernet0/1.3
encapsulation dotlQ 3
ip address 192.168.3.1 255.255.255.0
ip nat inside
|
interface FastEthernet0/1.6
encapsulation dotlQ 6
ip address 192.168.6.1 255.255.255.0
ip nat inside
|
interface FastEthernet0/1.9
encapsulation dotlQ 9
ip address 192.168.9.1 255.255.255.0
ip nat inside
|
interface FastEthernet0/1.12
encapsulation dotlQ 12 native
ip address 192.168.12.1 255.255.255.0
ip access-group ADMIN in

» basic admin VLAN security
ip access-list standard ADMIN
permit host 192.168.12.10
interface FastEthernet0/1.12
encapsulation dotlQ 12 native
ip address 192.168.12.1 255.255.255.0
ip access-group ADMIN in

» DHCP with first nine excluded address
ip dhcp excluded-address 192.168.3.1 192.168.3.9
ip dhcp excluded-address 192.168.6.1 192.168.6.9
|
ip dhcp pool VLAN3
network 192.168.3.0 255.255.255.0
default-router 192.168.3.1
dns-server 192.168.9.254
ip dhcp pool VLANG
network 192.168.6.0 255.255.255.0



default-router 192.168.6.1
dns-server 192.168.9.254
= DNS server on host in VLAN 9 with IP 192.168.9.254/24

» static NAT translation for server
ip nat inside source static 192.168.9.254 200.0.0.1
= NAT with overload for private host accessing internet

ip nat inside source list NAT interface Serial0/0/0
overload

ip access-list standard NAT

permit 192.168.3.0 0.0.0.255

permit 192.168.6.0 0.0.0.255

Preconfigured scenario can be obtained from here (PKT
5.2 or above you need).

Topology diagram of descreibed network is on next
picture. Host VLAN assignment 1s marked with
configuration description
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6. OSPF DR and BDR slection
in multiaccess network
segment examination lab.

Multi access networks create challenge for OSPF because:

b) extensive flooding of LSA — link state advertisement
for n -routers it is n(n-1)/2 adjacencies.

Because link-state protocols flood their link state packets
during cold start or when there is a change in the topology
possible solution is election of DR designated router.

DR — designated router in multi access network topology act as
collector and distributor for LSAs. A BDR — backup designated
router is elected in case the designated router fails. All
other router become DROthers. Instead flooding LSA to all
routers in multi access network, DROthers only send their LSAs
to the DR and BDR using multicast address 224.0.0.6. The DR
use multi access address 224.0.0.5. And the result is that
only DR router flood all the LSAs in multi access network.

How are DR/BDR elected?
DR and BDR are elected this way:

1) DR — router with highest OSPF interface priority

To observe result of DR and BDR election results and neighbor
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adjacencies creation you can use
#show ip ospf neighbor
or per interface base

#show ip ospf interface fa0/0 (state, who is DR and who is BDR
— their IPs).

When are DR and BDR elected?

Election take place as soon as the first router with ospf
enabled interface is active on multi access network (powered
in and network command is placed). When DR is elected, it
remains DR until:

When DR fail BDR assume their role and election is held to
choose new BDR.

When you will that router you want become DR and BDR (if boot
first with not highest router ID or interface priority, first
election can select wrong router as DR and BDR):

= boot DR first, followed by BDR and next all other
= shut down all interfaces on all routers and now use no
shutdown on DR, then BDR and then on all others

How to change ospf interface priority?

Selecting right routers to become DR and BDR is crucial
because their are collectors of all LSAs and its important to
have sufficient CPU and memory capacity. Better control for
election process as use router-ID for tie breaking is use

r(config-if)#ip ospf priority {0 to 255}

« default is 1



= O make router ineligible to became DR or BDR
= router with highest interface priority - DR, second
highest — BDR

Our preconfigured lab let you examine DR and BDR election
process, you are encouraged introduce new physical links as
you can see in next pictures from their creation. An show ip
route show you best path selection when ospf as routing
protocol is on use. Please remember how OSPF select preferred
path, cisco ospf implementation use bandwidth. Cisco IOS uses
the cumulative bandwidth of the outgoing interfaces from the
router to the destination network as the cost (cost 1is
associated with output side of each router interface and 1is
ospf metric).

1. Preconfigured scenario for our examination is here (PKT
5.2 or above is required) in their begining topology.

Ospf DR and BDR. election process in broadcast network
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For best route selection process from network 200.2.0.0/24 PCO
to Server0@ in network 200.1.0.0/24 use command show ip route
on A-4 and B-1 routers. How are cumulative bandwidth increased
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in path introduced in routing table (best path to destination
network) and DR, BDR election process is described next (click
for better view).
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2. In our network introduce shared segment between A-3 and B-3
router — this PKT lab is here.

New path with lower cost will be preferred for packet delivery
(examine route introduction for network 200.1.0.0./24 1in
router A-4). For DR selection in shared network segment
introduced in this scenario was for marked interface used ip
ospf priority 128 (interface command).
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3) Our last scenario introduce new path that will be best
(lowest cumulative cost of outgoing interfaces). But we must
adjust our subnet range from /29 mask to new /28 and introduce
new network commands network 90.0.0.0 0.0.0.15 area 0 to
accommodate our experiment. You are encouraged collect output




from show commands and compare them against your theoretical
results.

Final configuration for our lab can be obtain here (as earlier
PKT 5.2 or above is required).

Ospf DR. and BDR. election process in broadcast network
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sw B, new address extension 29 to /28 subnet, all network statment updated vy

to netw 90.0,0.0 0.0.0.15 area 0 B-4

Explanation of DR, BDR selection and cumulative bandwidth
calculation for best path is on next picture, Router -IDs are
included in picture (no lo interface and router -id command
was issued on any router — then higher ip of any active
interface is used for ospf router-ID derivation).
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| copy || Paste | [ New [ oeiee |
s . T " | | Toggle BOU List Window
[ Router-PT-Empty | L d e = »|

Output from show ip route entered in router A-4 is

L-4¢sh ip route

Codes: C - connected, 5 - static,
D - EIGRP, EX - EIGRP external,
N1 - OS5PF NS55R extermnal type 1,

I - IGRP, B

- BIP, M — mokile, B
O - O5PF, Ia O5PF inter area

Nz - OS5PF NS55R external type 2

BEE

El1 - O5PF external type 1, EZ - O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 level-1l, LZ - I5-I5 lewvel-2, ia - I5-I5 inter area
* - candidate default, U - per—-user static route, o - ODR
P - periodic downloaded static route
Gateway of last resort is not set
TO.0.0.0/Z4 i3 subnetted, 1 subnets
o T70.0.0.0 [110/2] wia 90.0.0.3, 00:00:21, FastEthermnet(/0
[110/2] wia 90.0.0.7, 00:00:21, FastEthermet0,0
80.0.0.0/2Z8 is subnetted, 1 subnets
C 90.0.0.0 is directly connected, FastEthernetl/0
100.0.0.0/30 is subnetted, 1 subnets
L ¢] 100.0.0.0 [110/39%1] wia 30.0.0.&, 00:00:Z1, FastEthernet0/s0
[110/391] wia 30.0.0.2, 00:00:Z1, FastEthernet0/0
o 200.1.0.0/24 [110/2] wie 90.0.0.5, 00:00:z11, FastEthermet0/s0

Z00.2.0.0/24

ig directly connected, FastEthermet0/1

5.

Reconstruction discovered
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network topology along
Activity 8.1.2 (CCNA
Exploration)

During me preparation for CCNA examen there was some
challenges. One from it was discovering hidden network
topology in CCNA Exploration course 4. chapter 8. Network
troubleshooting with name Activity 8.1.2.

{18 Cisco Packet Traces

File Edit Optons View Tools Extensions Help
S AN EE &)

[Root] New Cluster Mowve Object Set Tiled Background Viewport

Server-PT
WWW . CISCO. COMm

]

A
PC-PT
PC1
F

PC-FT
PC2

i’ rﬂJ

Time: 00:00:07 | Power Cycle Devices Fast Forward Time Realtime

& t, = = 3 . Fire Last Status Source Destination
S - - m -:-:j', F'ci fl.-_,.:i /Ih’ca| i-:_r; F"r ) U Scenario 0 -

1841 | |2620xM| |2621%M | 2811 | |Generie! ’ D ][ Delete ]

Routers |

= s = < 0 | ; lTuggIe PDU List winduw]

Device to Drag and Drop to the W

First big deal is make telnet sessions to devices obtained
from local pc configuration (IPs of appropriate default
gateways). Next you must show cdp neighbors or cdp neighbors
detail and access L2 discovered neighbor switches for
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examination of VTP status, STP root bridge election and port
states in stable state (converged network).

If you go around mentioned process you will obtain this

topology diagram:
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Reconstructed scenario along me discovery can be obtain from
here (PKT 5.2 or above).

Reconstruction discovered network topology along Activity 8.1.2 Routing protocol: RIP v2
(CCNA - course 4. - chapter 8. Network troubleshooting) DS server: 10.1.100.2

Frame-relay LMI: CISCO
Serv@r-PT
DNS 10y1.100.2

1.

209.165.200.226/30

gy, 10.1.0.5/24
so/ofo

.235 226

i 2960-24TT  fa0/0 1547
a2 i il 2 200.165.201.0/30 ' 1841
10.5.1,10/24 10.1.0.1/24 1841 ° e d
CENTRAL 1sP ekl
WWW.CISCO.Ccom
PAT - POOL XYZCORP 209,165,202, 128 - 195/27
sofofo + defaultinformation originate
Fal/1
ﬂ‘ 10.1.0.2/24
e |-
st 2960-24TT fa0jo o, 10.10.4/24
bes WSW1 WEST
fa0f0.5 - 10.2.5.1/24 ManagementaDefault
10.4.1.10/24 0.15 - 10,2, 15, 1/24 Production
0.25 - 10.2.25.1/24 Staff

0.35 - 10.2.35. 1/24 Guest

10.1.0.3/24

broy 02521 e
10.3.105.22 10.3. 105. 1841 s 2960 24T 10.2.5.23
fanf2 fadjz SOUTH Priority 4096 for e i
- vlan 1, 5, 15, 25, 35 V4
—— fa0/0. 100 - 10.3. 100, 1/24 Staff \\ 77
2260}24TT £071 fa0/1 2960f241T 0.105 - 10.3.105. 1/24 Managementahative
SSIN2 5
VTP domain: XYZCORP
VTP domain: Null VTP password: eastbranch
- v
- b s
— =y
PCS 2 y:
e |
10.3.100.4/24 10.3.100.5/24 PC-PT PC-PT P
PC3 Pc2

1023510024 192251024 10.2.15.10/24
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4. Best path selection 1in
multiple protocol environment
with — RIPv2, EIGRP and OSPF

Dynamic routing protocol can decrease administrative overhead
in large network environment. But what path will be selected
for data traveling from point A to point B. Today published
scenario will take closer look at path selection process in
,academic” multi protocol environment.

Routing protocols that we can found in intra domain routing
environment can be break down into two distinct category.

1. Distance vector routing protocols (RIPvl, Ripv2, IGRP,

EIGRP) — advertisements about remote network are periodic,
full or only affected parts of routing table (routing by rumor
principe) — route 1is propagated as ,route sign“ network

»,198.120.24.0/24" and path to ,serial®/1/0 or next hop
198.20.0.4/30".

2. Link state routing protocols (0OSPF, IS IS) — after link
state data flooding at startup or after trigger (change in
network environment) is created independently in appropriate
router full network topology (OSPF use Edgar Dijkstra Shortest
path first algorithm for it).

Routing protocols use for path selection and their next
routing table introduction their own mechanism for metric
marking. Our lab use 3 networking protocol, but to routing
table are introduced only route with minimal Administrative
Distance AD (say about trustworthiness appropriate routing
protocol -. RIP 120, EIGRP internal route 90 and OSPF 110).
Please if you will see route from intended routing protocol
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configure in testing environment routing protocols in this
manner:

a) RIPv 2 routing — and examine path selection — it will be
with minimal hop count Branch to central

b) OSPF routing — minimal bandwidth is preferred — in our
scenario are two equal path possible Branch — A — B — Central
or Branch — X — Y — Central

c) EIGRP routing (cisco proprietary with maximum
trustworthiness) — composite metric (default bandwidth and
delay are used for calculation) will also cost load balancing
between two mentioned path

Preconfigured scenario in cisco packet tracer 5.2 or above 1is
here. Topology for testing scenario 1is

Best path selection in multiple protocol environment - RIPv2, EIGRF, QSPF

172.16.1.0/30
s0f0f1

e 50/0/1 DCE
EJI:ICfIEDﬂ:I r S .150/0/0
1841 .1 Mbfe 2 1841
10.1.1.0/30 a B 10.2.2.0/30
s0/0/0 2Mbyfs 2Mb/s s0/0/0
. fa 1 gkbit/ 2 PCE s0/0/0
o : itfs 2T
___m1~=;_z_f o x 2 pof SO0 DCEE
—— !' ~ £
bs s0/1/1 S0/1/1 5.0 l
PC-PT -25%4 1841 .5DCIEJr 172.16.2.0/30 1841 -1 2t 4
PCO Branch Central 192.188.2.0/24 1841 7gg
b/ Mb/s 50/0/1 150
192,168, 1.0/24 50/0/1 ] 192.168.3.0 |
\ Mbjs 5 10,2.2.4/30
S - 50
=== ’?I—-._I"— " D(:IEEIIEI
DCE - |
1841  50/0/1 S0/0/1 1541
QSPF 1 ¥ DCE v Server-PT

EIGRP 1 -no auto-summary DNS, www.routing.com

RIPv2 -noauto-summary 172.16.3.0/30

Output from #show ip route on Branch router with EIGRP route
introduced in routing table }as mentioned earlier because this
routing protocol has minimal AD 90 can be assumed as more
trustworthy].
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RBoutergshow ip route Branch router
Codes: C - connected, 5 - static, I - IGRP, BE - RIP, M - mokile, B - BEP
D - EIGRP, EX - EIGRP external, O - O5BF, IA - OS5BF inter area
N1 - OS5PF NS55L external type 1, HZ - O5PF NS55R external type 2
El1 - OQ5PF external type 1, EZ2 - O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 level-1, LZ - I5-IS5 level-2, ia - I5-I5 inter area
* — pcandidate default, T - per-user static route, o - CDR
P - periodic downloaded static route

Fateway of last resort is 10.1.1.2 to network 0.0.0.0

10.0.0.0,/30 i3 subnetted, 4 subnets

c 10.1.1.0 is directly connected, Seri=l0/0/0
c 10.1.1.4 is directly connected, Serial0/ 0/1
D 10.2.2.0 [30/315385¢6] wia 10.1.1.2, 00:25:04, Seri=l0/0/0
D 10.2.2_.4 [530/319385¢6] wia 10.1.1.&, 00:239:05, Seri=l0/0/1
172.16.0.0/30 is subnetted, 3 subnets
D 172.1€.1.0 [30/2&8185¢€] wia 10.1.1.Z, 00:2%:0&, Seri=l0/0/0
C 172.16_.2.0 is directly connected, Seri=ld/ 1,1
[} 172.1€.3.0 [30/2€8185¢] wia 10.1.1.&, 00:2%:05, Serisl0/0/1
c 192.168.1.0/24 is directly connected, FastEthernetl/,0
[}] l1e8.2.0/,2 [50/3705856] wia 10.1.1.%&, 00:Z25%:04, Serizal0s0/1
[20/3705856] wia 10.1.1.2, 00:25:04, Seri=l0/0/0
O*EZ f wla 1. T, Teo-43, oeriallly
[110/1] wiz 10.1.1.&, 0O0:-22:43, Serial0s0/1 two eual pathh to
Bouters network on Central

router

Short look at Branch router interfaces and routing protocols
config follow



interface FastEthernet0/,0

ip address 15%Z_.168.1.254 Z55.255.Z55.0
duplex auto

speed auto

!

interface FastEthernetl/1

no ip address

duplex auto

gpeed auto

shutdown
1

interface Serizioso0s0 Bandwidth command is esential for routing
bandwidth 2000000 protocol path selection but not affect real bw
ip address 10.1.1.1 255.255_.255_252

I

interface Serizal0/0/1

bandwidth 2000000

ip address 10.1.1.5 255_255_255_252

!

interface Serial0/S1/0

no ip address

shutdown

!

interface Serial0/S1/1

bandwidth &4 6akh/s

ip address 17Z_16_.Z_.1 Z55_255_Z55_252

clock rate ©4000

!

interface Vlianl

no ip address

shutdown

!

router eigrp 1

passive-interface FastEthernet0s0 network is adwertised but will not receive

network 192 _168.1.0 rnuting adve”_

network 10.1.1.0 0.0.0_.3
network 10.1.1.4 0.0.0.3
network 172_.16.2.0 0.0.0.3

no auto-SUmmsry au‘tn-summan_.r at rnu‘ting hnunr.lar'g,r was El.lprEEEEd
1

router oapf 1

log—adjacency—changes

passive-interface FastEthernetl/,0

network 192.168.1.0 0.0.0.2%55 area 0

network 10.1.1.0 0.0.0.3 area 0O

network 10.1.1.4 0.0.0_.3 area 0

network 17Z.1€.2.0 0.0.0.3 area 0 5iﬁg|E area nspfis used
1

router rip

version Z

passive-interface FastEthernetl/,0

network 10.0.0.0

network 172.1e.0.0

network 1%2_168.1.0

no auto—surmary

1

ip classless




3. Internet connection for
small office with VLAN

This scenario is extension of article 1 where we have enabled
internet access for our simple home or small office network.
Our scenarios focus only proper connectivity without any
access lists for adding local office policy.

For expecting work of this network you must:

= configure VTP and VLAN

= set STP 802.1D priority (STP about)

inter VLAN communication in router on a stick scenario

default route to ISP and static route pointing to Branch

PPP encapsulation on local loop to ISP central office

= basic access passwords for network devices in topology

select proper cabling

= configure end devices with static or DHCP added IP and
DNS

= enable and adjust www, DNS, TFTP services

= assign address from suggested networks

Training topology (configured PKT 5.2 lab)
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Internet connection for small office with VLAN

£20/10 VTP-server

Server-FT Domain: company Pass: vippass

DNS, www.company.sk
172.16.10.253

200,0.0.0/24

ffﬁf*
e

e

fa0/2,3,4
trunk

Server-FT
TFTFE Backup starage

PPP with CHAP

& - . ISP tester
172.16.10.192/24 PC-FT s «-; SRR ST 200.0.0.2/24
Admin = o
172.16.10.250 1a4L

Branch

Laptop-PT
Mobile_admin

# i 7 i L
PC-FT PC-FT PC-PT  DHCP for Staff LAN
PC1 PC2 PC200  exduded address 172.16.20,224 - ,254

LT & VTYs: cisco an 10 172, 16.10.0/24 Management&Mative fa0/1.10 . 254 at with overload for 50/0/0 interface

enable pass: class [ V1an 20 172.16.20.0/24 Staff 20, Static map

an 30 172.16.30.0/24 Guest 30,259 ww.company.sk 172, 16,10.253 198. 160, 130,

Admins switch fa0/s - fa0/24 VLAN 10 Staff switch fa0/10 - fa0/19 VLAN 30
fa0,/20 - fa0/24 VLAN 20

VTP and VLAN on Staff switch 1is

SeETTEghoy VLR SLeus

VIP Version : 2
Configuration BRevision : 5
Maximim VLAMs supported locally : 255
Number of existing VLANs : B

VIP Operating Mode : m
VIP Domain Mame I Ccompany
VIP Pruning Mode : Disabled
VIF WVZ Mode : Disabled
VIP Traps Generation : Disabled
MDS digest : Oxa7 0xBS 0xDE 0xl19 O0xBE O0xBZ 0x1E 0x01

Configuration last modified by 172.16.10_250 at 3-1-53 01:14:55
Staffgshow wvlan brief

VLAN Hame Status Borts

1 default actiwve Fa0/s5, Falsfe, Falds/7, Fald/ 8
Faldys%, Giglsl, GiglsZ

1a ManagementsNatiwve actiwve

20 Staff actiwve FalOs20, Fal/Z1, Fal/ZZ, Fal/fZ3
FalsZ4

20 Fuest actiwve Fa0/10, Falsf1l1l, Fa0/512, Fa0/13
FalOs14, Fal/s1l5, Fa0sle, Fal/s17
Fal/18, Fa0/ 1%

1002 fddi-default actiwve

10032 token-ring-default actiwve

1004 fddinet-default actiwve

1005 trnet—-default actiwve

STP configuration Admins and Staff sw is

spanning-tree vlan 1,10 priority 24576



spanning-tree vlan 20,30 priority 28672

Appropriate show command issued on Staff switch lead to
expected root bridge election and port roles and states



Physical | Config | CLI

I05 Command Line Interface

VLANOOLO

B R L L)
Spanning tree enabled protococl ieee
Root ID Priority e

Address Q0EQ.F706.D4D3
Cost 19
Pozrt Z(FastEthernat0/Z]

Hallo Tima 2 sec Max Age 20 sec Forward Dalay 15 sec

Bridge ID Priority LBEEZ, (priority 28672 sys-id-ext 10)
hddress 0001.&35E._0DAS
Hells Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Bole S5ts Cost Prio.Nbr Type

Fal/s1 Desg FWD 1% 1z8.1 Fip This switch is not
Fal/Z Root FWD 1% 28.2 Pip :

Ta0/3 Altn DLE 1o 2 P2p rootbridge for vlan 10
Fal/4 Altn BLE 19 .4 Fip

Spanning tree snabled protocol ieee
Root ID Priority
hddress 0001 .&35E._0DAS
This bri
Hello Time £ sec Max BAge 20 sec Forward Delay 15 sec

Bridge ID Priority £482f (priority 24576 sys—id-ext 20)
Bddress 0001.835E.0DAS
Hello Time E sec Max Age 0 sec Forward Delay 15 sec
Aging Time Z0

Intazrface Fole S5ts Cost Frio.WNbzr Type

Fal/1 D 19 128.1 ¥2p For Vlan 20 and 30 is
FaO/s2 WD 19 128.2 Pip root brldge

FalO/s3 WD 15 128.3 PFip

FalO/4 WD 15 128.4 Bip

FalO/s22 iD 15 128_22 Bip

FalO/23 iD 15 128_23 Bip

FalO/24 iD 15 128.24 Bip

atanio dtto VLAN 30

Spanning tree enabled protococl ieee
Root ID Priocrity Z2460a
Address 0001.&635E. 0DAD
This bridge is the root
Hallo Tima 2 seac Max Age 20 sec Forward Delay 15 sec

Bridge ID Prisrity 24606 (prieority 24576 sys-id-sxt 30)
Rddress 0001 .E35E.0DAS
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Bole S5ts Cost Prioc.Nbr Type E
Fal/s1 Desg FWD 15 1z8.1 Fip
Fal/2 Desg FWD 19 1Z8.2 Fip
Fal/3 Desg FWD 19 128.3 Fip
Fal/4 Dasg FWD 139 128.4 Fip
Staffg -

Copy || Paste




Router interfaces was configured as it is listed in output
Branch#show IP interface brief

| Physical | Config | CLI
10S Command Line Interface
T OUrpur BLL0L=, o colllsIon=s, I IICELL=ECE LESECS
-
0 babbkles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out
| Branchfsh ip int br
Interface IP-Rddress OF? Method Status EFrotocol
FastEthernetd/0 unassigned YES unset up up
FastEthernetl,/0_20 172.18.20.254 YES manual up up
FastEthernetl/1 unassigned YES unset up up
FastEthernet0/1_10 172 .16.10_.254 YES manual up up
FastEthernetd/1.30 172.18.30.254 YES manual up up
Seri=l0/0 0 15%8.160.130.5 YES manual up up
Seri=lds0 1 unassigned YES unset administratively down down
Vlanl unassigned YES unset administratively down down .
Branch§ b
Copy ” Paste ]

Routers running configuration is:

hostname Branch
|

enable secret 5 $1$mERr$9cTjUIEQNGuUrQiFU.ZeCil

|

ip dhcp excluded-address 172.16.20.224 172.16.20.254 address
excluded from DHCP pool

|

ip dhcp pool StaffLAN DHCP
pool configuration

network 172.16.20.0 255.255.255.0

default-router 172.16.20.254

dns-server 172.16.10.253

|

username ISP password 0 pppcisco access password for



oposite end of ppp link used during chap 3 way handshake

|
no ip domain-lookup router will not interpret incorrectly
typed commands as domain names

|
interface FastEthernet0/0

no ip address

duplex auto

speed auto

|
interface FastEthernet0/0.20

encapsulation dotlQ 20

ip address 172.16.20.254 255.255.255.0

ip nat inside marking interface inside , local” for NAT

|
interface FastEthernet0/1 address was removed or not
configured on interface divided on subinterfaces in router on
a stick

no ip address

duplex auto

speed auto

|
interface FastEthernet0/1.10

encapsulation dotlQ 10 native native keyword mark VLAN used
for untagged traffic — from default 1 moved to 10

ip address 172.16.10.254 255.255.255.0

ip nat inside marking interface inside ,local” for NAT

|

interface FastEthernet0/1.30

encapsulation dotlQ 30

ip address 172.16.30.254 255.255.255.0

ip nat inside marking interface inside ,local” for NAT

|

interface Serial©0/0/0

ip address 198.160.130.5 255.255.255.252

encapsulation ppp encpasulation and authentification on
ppp link

ppp authentication chap

ip nat outside marking interface as outside , local” for NAT
|

interface Serial0/0/1



no ip address
shutdown
|
interface Vlanl
no ip address
shutdown
|
ip nat inside source list Allowed interface Serial0/0/0
overload PAT with interface s0/0/0 overload command
ip nat inside source static 172.16.10.253 198.160.130.1
static NAT translation for connectivity to inside company
web server from outside network
ip classless
ip route 0.0.0.0 0.0.0.0 Serial0/0/0 default route used for
routing outgoing traffic
|
!
ip access-list standard Allowed access list marking
clients allowed for NAT translation
permit 172.16.10.0 0.0.0.255
permit 172.16.20.0 0.0.0.255
permit 172.16.30.0 0.0.0.255
access-list 1 permit 172.16.10.0 0.0.0.255
|
line con 0
exec-timeout 30 0
password cisco
logging synchronous
login
line vty 0 4
access-class 1 in
exec-timeout 30 0
password cisco
logging synchronous
login
|
end
On DNS, www.company.sk server are made these settings
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2. Packet and frame delivery

When data segment is encapsulated into packet appropriate PC
must examine destination address when preparing frame
creation. If destination IP is on same network as sending PC
data are send to to appropriate host. Else data are sent to
network interface that act as a default gateway.

This process use and-ing destination IP in binary format with
binary format of network mask and next make comparation with
configured network address. If they are unequal data are send
to default gateway (MAC address of default gateway is set as
destination address of frame). In this scenario you are


https://www.cdesigner.eu/2020/03/21/2-packet-and-frame-delivery/

encouraged to create PDU in simulation mode and examine packet
delivery. Interesting are also PDU at appropriate protocol

stack (Transport, network and data link layer).

Topology of our scenario is

Packet and frame delivery accross network
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Preconfigured scenario (PKT 5.2 or above).

When you toggle betw. realtime and simulation mode,

will change to next picture

interface
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After appropriate time used for PDU propagation across network
(and ARP caching for L2 encapsulation), PCll can send frame to
Branch fa0/1 interface that act as a default gateway. You can
scroll event list and look at PDU emitted by PCll after ARP
process as it show next picture.
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1. Enabling 1internet access
with PAT for small office

Small office need acces to internet.
use 192.168.66.0/24 network rane and contain four clients with
static preconfigured IP and DHCP range 192.168.66.100-200 (ip
— 254).
Switching topology is without redundancy with Office 1841
router ast in router on a stick scenario.
ISP router with remote www.cisco.com server.

dhcp excluded-address 192.168.66.1 —

Internal office network

.99 and 201.

ISP is simulated by
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Network topology:

Enabling internet access with PAT for small office

LAMN 192,168.66.0/24

WAN 198,160,130, 12828
POOL 198. 160, 130. 135 - 140/28
Server-

5 -PT
NS, WWW LAN Sewer o SETVED

A Www.Cisco.com
200.0,0.1

5 a1 Fa0/1
254 g
-

fa0 o
Fe;\:,-"' 200.0.0.2

1841 50/0/0
Office
.10
o, =,
PC-PT PC-PT PC-FT PC-FT
PC1 PC2 PC3 PCOD
DHCP
STATIC 192,168.66, 100 - 200

Office server dns configuration that resolve
name www.testking.com and www.cisco.com is configured:

| Config | Desktop | Software,fServices|

Settings
Algorithm Settings DNS Service
SERVICES

HTTE Resource Records

[I MName IA Record

DNS

SYSL0G

Address

[ Add Save

No. Name Type Details

[I 1 WWW.CISCo.com A Record 200.0.0.1
[I 2 www.testking.com A Record 192.168.66.252
INTERFACE
FastEthernet

DNS Cache
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Pc with static ip are configured:

al | Config | Desktop | Software/Services |

IP Address 192.168.66.12

Subnet Mask 255.255.255.0

Default Gateway 192.168.65.254

IP Configuration p>
©) DHCP é
@ Static

DNS Server 192.168.66.252

Device configs are: (!!! Some ! was ommited from config!!!)

1) Switch S1

hostname S1
!
!
|

interface FastEthernet0/1
|

interface FastEthernet0/2
|

interface FastEthernet0/3



interface
|

interface
|

interface
|

interface
|

interface
|

interface
|

interface
|

interface
|

interface
|

interface
|

interface
|

interface
|

interface
|

interface
|

interface
|

interface
|

interface
|

interface
|

interface
|

interface
|

FastEthernet0/4

FastEthernet0/5

FastEthernet0/6

FastEthernet0/7

FastEthernet0/8

FastEthernet0/9

FastEthernet0/10

FastEthernet0/11

FastEthernet0/12

FastEthernet0/13

FastEthernet0/14

FastEthernet0/15

FastEthernet0/16

FastEthernet0/17

FastEthernet0/18

FastEthernet0/19

FastEthernet0/20

FastEthernet0/21

FastEthernet0/22

FastEthernet0/23



interface FastEthernet0/24
|

interface GigabitEthernetl/1
|

interface GigabitEthernetl/2
|
interface Vlanl
no ip address
shutdown
|
interface V1an99
ip address 192.168.66.253 255.255.255.0
ip default-gateway 192.168.66.254
line con 0
line vty 0 4
login
line vty 5 15
login
end
There are no VLAN configured — convinient only in very small
network with full trustworthy environment.

2) Router Office

hostname Office

ip dhcp excluded-address 192.168.66.1 192.168.66.99
ip dhcp excluded-address 192.168.66.201 192.168.66.254
ip dhcp pool Office LAN

network 192.168.66.0 255.255.255.0

default-router 192.168.66.254

dns-server 192.168.66.252

username ISP password 0 pppcisco

interface FastEthernet0/0

no ip address

duplex auto

speed auto

shutdown

|
interface FastEthernet0/1

ip address 192.168.66.254 255.255.255.0

duplex auto



speed auto

!
interface Serial0/0/0

ip address 198.160.130.129 255.255.255.240
encapsulation ppp

ppp authentication pap

ppp pap sent-username Office password O pppcisco
!
interface Serial0/0/1

no ip address

shutdown

!
interface Vlanl

no ip address

shutdown

!

ip nat pool PATforLAN 198.160.130.135 198.160.130.140 netmask
255.255.255.240

ip nat inside source list PATenabled pool PATforLAN overload
ip classless

ip route 0.0.0.0 0.0.0.0 Serial0/0/0

!

ip access-list standard PATenabled

permit 192.168.66.0 0.0.0.255

deny any

!

line con 0O

line vty 0 4

login

!

end

3) ISP router

hostname ISP
|

username Office password 0 pppcisco

!

interface FastEthernet0/0

ip address 200.0.0.2 255.255.255.252
duplex auto



speed auto
|
interface FastEthernet0/1
no ip address
duplex auto
speed auto
shutdown
|
interface Serial0/0/0
ip address 198.160.130.130 255.255.255.240
encapsulation ppp
ppp authentication pap
ppp pap sent-username ISP password O pppcisco
clock rate 250000
|
interface Serial0/0/1
no ip address
shutdown
|
interface Vlanl
no ip address
shutdown
|

ip classless

ip route 192.168.66.0 255.255.255.0 Serial0/0/0
!

line con 0
line vty 0 4
login

!

end

Link between ISP and Office router is serial PPP line with
older PAP authentication.

(' Some ! was ommited from config!!!)



